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Abstract—Galileo will declare Open Service Navigation Message Authentication (OSNMA), a civil Global Navigation
Satellite System (GNSS) signal authentication scheme, operational in the near future. OSNMAlib, an open-source library
that implements OSNMA, was presented two years ago after the test phase of the protocol started and has since
undergone several upgrades. In this article, we disclose these upgrades, which comprise new input sources, new features
and optimizations, and the creation of an OSNMA real-time monitoring website. For each input source, we describe how
can they be integrated within an OSNMA library and what pitfalls to avoid. The new features include optimizations for
data retrieval such as the use of dual frequency and Reed-Solomon encoding, which are evaluated in urban and open sky
scenarios using real recorded data. The new JavaScript Object Notation (JSON) logging format aimed at researchers is
used in osnmalib.eu website to display, in a friendly and understandable way, the live Galileo and OSNMA messages and
the OSNMAlib authentication output. In addition, the website also provides the I/NAV data bits to help snapshot receivers
and other GNSS-based applications.

Index Terms—Authentication, Galileo, global navigation satellite system, open service navigation message authentica-
tion (OSNMA), OSNMAlib.

I. INTRODUCTION

GALILEO is the first Global Navigation Satellite System
(GNSS) constellation to add authentication to their civil

signals. The authentication is meant to protect the users against
spoofing, the transmission of forged GNSS-like signals that
induce a wrong position and time fix. This protection is offered
at navigation message level, using the Galileo Open Service
Navigation Message Authentication (OSNMA) protocol.

OSNMA is a cryptographic protocol that leverages the unpre-
dictability of the transmitted bits and the verification of these
bits at a later time, a variation of the timed efficient stream
loss-tolerant authentication (TESLA) protocol [1]. A spoofer
crafting a false signal is not able to guess the cryptographic
material, but any receiver can verify the correctness of the bits
once received. These types of navigation message authentication
techniques have already been described over the last decades [2].
However, their adoption was held back due to the need to modify
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the navigation message structure to accommodate them [3] [4].
For the last two years, OSNMA has been transmitted in the
Galileo E1-B signal in test mode, and it is expected to be declared
operational in the near future [5].

At the start of the test transmission, we presented OS-
NMAlib [6], [7], an open-source OSNMA library. The li-
brary, written in Python, can easily be used for research
purposes and to add OSNMA support to GNSS receivers.
Now, with the imminent operational declaration of the ser-
vice, we present the library improvements. The enhancements
are focused on optimizing data extraction in harsh environ-
ments, improving the time to first authenticating fix, the ad-
dition of new GNSS input sources, and a refreshed logging
system.

Over the last years, other open-source OSNMA implementa-
tions have emerged. A well-maintained and interesting imple-
mentation is Galileo-OSNMA [8] written in Rust and aimed for
embedded devices, released under a permissive license. Another
notable implementation that is also open-source is fgi-osnma [9],
by the Finnish Geospatial Research Institute, which allows
the integration of OSNMA into their GNSS software-defined
receiver.

In this article, we present the newly added input sources
to OSNMAlib (Septentrio Binary Format (SBF), UBX, Soft-
ware Defined Receiver (GNSS-SDR), galmon, and the Android
GnnsLogger App) and give recommendations to other libraries
willing to incorporate the same input sources. Then, we dis-
seminate the new optimizations implemented in OSNMAlib,
focusing on dual frequency and Reed-Solomon (RS) data re-
covery, and validate them using the time to first authenticated
fix (TTFAF) metric with real data recordings in urban and open
sky scenarios. Finally, we introduce the new logging features
implemented in OSNMAlib and how we use them to build a
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Fig. 1. Nominal page structure from the Galileo I/NAV message trans-
mitted in the E1-B signals, from the Galileo Galileo Interface Control
Document (ICD) [14].

real-time OSNMA monitoring website [10], which includes the
exposure of navigation message bits.

This article is a journal extension of [11]. We extend
the original work by adding the GnnsLogger input (see
Section III-E), and the optimizations dual frequency reception
(see Section IV-C) and RS recovery (see Section IV-D). Then,
we use real recordings to evaluate how much these optimizations
improve the OSNMA performance in harsh environments (see
Section V). We have also updated the JavaScript Object Notation
(JSON) logging of OSNMAlib (see Section IV-A), and we
distribute in a public endpoint the last processed subframes in
JSON format (see Section VI-B).

II. OSNMA AND OSNMALIB

Galileo OSNMA is transmitted within the Galileo I/NAV
message structure for the E1-B signal. The I/NAV message is
structured in 15 two-second nominal pages of 240 b each that are
grouped in a 30-s subframe. The nominal pages are divided into
even and odd pages of 120 b each, and together transmit a word
type (WT). The WTs encapsulate Galileo navigation data and are
what OSNMA authenticates. The page structure is represented
in Fig. 1.

The OSNMA data message is transmitted in batches of 40 b
on each nominal page. These bits are concatenated at the end
of each subframe to create complete OSNMA structures. These
structures are the Header and Root Key (HKROOT), with 120
b, which transmits the long-term authentication data to verify
the keys; and the MAC and Key (MACK), with 480 b, which
transmits the authentication tags for the navigation data and the
authentication key. For further details, the complete OSNMA
specification is available in the OSNMA ICD [12] and in the
receiver guidelines [13].

An external library willing to process OSNMA needs first
access to the navigation data message, or at least to the bits
containing the WTs and the 40 b of OSNMA message, and
the Satellite Vehicle ID (SVID) to which the navigation data
belongs. In addition, OSNMA needs to know the Galileo satellite

Fig. 2. Simplified UML diagram of OSNMAlib. The OSNMAReceiver
is the main class and contains the InputModule, the Navigation-
DataManager to store the navigation data, and the OSNMAReceiver-
State class to process OSNMA. The OSNMAReceiverState creates
the TeslaChain class when appropriate, which handles the verification
of the tags.

time (GST) computed by the GNSS receiver to validate the time
synchronization of the navigation data received and detect replay
attacks. Moreover, in an offline scenario, accessing the receiver
computed time is the only way to postprocess OSNMA.

In OSNMAlib, the input data is encapsulated in an object
that contains the I/NAV message data from E1-B (240 b),
the GST in time of week (TOW) and week number (WN) at
the beginning of the page transmission, and the SVID. Any
OSNMAlib input source must be created as a Python iterator
abstraction that returns one of these objects at every iteration of
the library reception loop. Using this technique, the origin of the
input data does not matter for OSNMAlib and can come from
heterogeneous sources.

A simplified architecture of OSNMAlib is shown in Fig. 2. As
previously discussed, the library loops over the input data from
an iterator and processes it: this is done in theOSNMAReceiver
module. This module also sends the navigation pages to the
NavigationDataManager and reconstructs the OSNMA
messages distributed in multiple pages and subframes. Then,
the OSNMA messages are relied to the OSNMAReceiver-
State class that interprets them and keeps the internal state
of the library. Based on the OSNMA messages information,
the OSNMAReceiverState class decides to call the different
OSNMA functions such as update the public key, create a new
TESLA chain, authenticate a TESLA key, verify authentica-
tion tags, etc. The authentication tags are stored in the class
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TagStateStructure that belongs to a TeslaChain, be-
cause the configuration of the TESLA chain in force defines the
format of the tags. Finally, when an authentication tag needs to
be verified, the TagStateStructure class requests the nec-
essary navigation data to the NavigationDataManager.

OSNMAlib allows the user to configure several parameters
of the execution; one of the most important is the time lag
value, which defines the synchronization lag between the re-
ceiver sourcing the navigation data and the GST. The security
of the OSNMA protocol can only be guaranteed if this value
is known because it defines which authentication tags can be
safely used for authenticating navigation data. Another relevant
configuration parameter available in OSNMAlib is the reuse of
already available cryptographic data to speed up the bootstrap
of OSNMA (the so-called warm start and hot start procedures).

III. DATA INPUT SOURCES

The data input sources for OSNMAlib have been expanded
substantially since the start of the Galileo OSNMA test phase.
This section provides a detailed description on how to add these
input sources to any OSNMA library and the problems one
may encounter. In addition to the inputs listed here, OSNMAlib
supports the official OSNMA test vector format [13]. Moreover,
in the OSNMAlib repository, we provide guidance on how to
develop and integrate new input sources.

A. Septentrio: SBF

SBF is the binary output format of Septentrio receivers. This
format encapsulates semantically similar data into SBF blocks.
All blocks have a header with, among others, the block type and
a time stamp in WN and TOW, which interpretation is block
dependent.

The interesting SBF block for an OSNMA library is the
GALRawINAV block. This block contains 234 b of an I/NAV
navigation page, which results from the concatenation of the
even and odd subpages minus the six trail bits. The block
also contains the SVID and signal from which the message
was received. Finally, the time stamp in the block header cor-
responds to the time of transmission of the last bit in GPS
time.

To adapt the SBF format to OSNMA input we first have
to correct the time stamp. OSNMA expects the time in GST
convention and referring to the transmission of the first bit of
the navigation message. Therefore, we must subtract 1024 weeks
from the WN to change from GPS time to GST and two seconds
to the ToW to move to the beginning of the page. Next we have
to regenerate the 240 b that OSNMAlib expects by adding the
six removed trail bits required for the convolutional code, which
must be zero-filled. Finally, OSNMAlib currently only supports
E1-B, so the blocks need to be filtered by the signal indicator.

We developed an OSNMAlib input module for three SBF
sources: a file, a TCP client, and a TCP server. The file source
allows us to postprocess any log file that contains the GAL-
RawINAV block. The TCP sources (client and server) are de-
veloped with real-time processing in mind, because Septentrio
receivers can serve SBF from or to TCP ports.

Fig. 3. OSNMAlib calculation of GST for the u-blox receiver input
source depending on the available data.

B. U-Blox: UBX

The u-blox receivers binary output format is called UBX and
consists of frames that contain different data. Even though UBX
has the RXM-SFBRX frame that provides the I/NAV page bits
and SVID, this frame lacks the TOW and WN, which are essen-
tial for the correct functioning of OSNMAlib. To address this
issue, we can use other frames from the UBX protocol that in-
clude both TOW and WN, such as the TIM-TP, NAV-TIMEGAL,
NAV-TIMEUTC, NAV-TIMEGPS, and NAV-TIMEBDS. Note
that the time information extracted from these frames needs to
be converted to GST.

If OSNMAlib has no access to the time frames, for example,
if a file was recorded without them, both TOW and WN must
be calculated. For a real-time case, the computer clock can be
utilized to precisely calculate the TOW and WN. This strategy
requires to first initialize both TOW and WN with a value
transmitted in one of the WTs, and subsequently update the
time using the computer clock. On the other hand, in the case
of UBX files, the absence of time frames complicates the exact
calculation of the TOW and WN, and need to be approximated.
The different possibilities when using a UBX output stream are
shown in Fig. 3.

The proposed strategy when postprocessing a file without
time frames is based on the known sequence of WTs in a
subframe, as defined in the Galileo ICD [14]. The algorithm
starts by extracting the TOW from a WT 0, 5, or 6 and then
updates the TOW based on the next WT received using a
lookup table. The lookup table (shown in Table I) indicates
the seconds elapsed between the previous and current WTs.
Therefore, if pages are lost, the receiver can determine how
much time has passed between them. Of course, when a WT
containing a TOW is received, the internal TOW is verified and
adjusted.

However, this process lacks accuracy and may fail to produce
correct results. The first problem is that the WT sequence de-
scribed in the Galileo ICD is indicative an may have deviations.
A known source of deviations are satellites with the health status
bits in the navigation message set different than 0. The WT from
these satellites need to be excluded from the algorithm. The
second problem is that, if the receiver does not receive pages for
more than one subframe, the estimation of the first new pages
received can be inaccurate. Therefore, whenever possible, it is
advisable to use the aforementioned time frames.
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TABLE I
LOOKUP TABLE WITH SECONDS ELAPSED BETWEEN A PRIOR NOMINAL

PAGE AND A CURRENT ONE ACCORDING TO THE GALILEO ICD [14]

TABLE II
RELEVANT TTFAF VALUES FOR THE PROPOSED OPTIMIZATIONS IN THE

SOFT URBAN SCENARIO

TABLE III
RELEVANT TTFAF VALUES FOR THE PROPOSED OPTIMIZATIONS IN THE

HARD URBAN SCENARIO

TABLE IV
RELEVANT TTFAF VALUES FOR THE PROPOSED OPTIMIZATIONS IN THE

OPEN SKY SCENARIO

C. GNSS-SDR

GNSS-SDR [15] is an open-source GNSS software-defined
receiver written in C++ that supports multiple constellations,
including Galileo, and real-time kinematics positioning. The
receiver is highly configurable using a text-based file and
completely independent of the radio-frequency front-end used.
Therefore, any user can record a GNSS signal (e.g., with a
software-defined radio), process it with the receiver (in real time

or in postprocess), and obtain a precise position and time fix in
a variety of output formats.

To integrate GNSS-SDR to OSNMAlib, we need to access
the navigation message bits, which in GNSS-SDR is done
using what they call a telemetry decoder block. The soft-
ware offers several telemetry decoders, but we are interested
in the Galileo_E1B_Telemetry_Decoder that decodes
the INAV message of E1-B signal component. To retrieve the
decoded bits, we use another of the receiver features, which
sends the output information by the telemetry decoders to an
IP and UDP port. The configuration needed in the GNSS-SDR
configuration file to enable all these features is presented in
Listing 1.

The navigation messages are sent to the UDP port encapsu-
lated using the protobuf [16] standard. Each protobuf structure
contains the GNSS constellation, signal, and SVID to which
the bits belong, the TOW of the last symbol received, and
the navigation message bits. For Galileo I/NAV, each message
contains the 120 b of a half page (even or odd).

The first issue when integrating GNSS-SDR’s output to OSN-
MAlib is the lack of WN in the protobuf structure. We solved this
by discarding the navigation message received until we receive
a WT 0 or 5 and extract the WN from it. We also provide the
users with an option to set the WN themselves. The second issue
is that OSNMAlib works with full pages, not with half pages.
Therefore, we have to save the even page in memory until the
corresponding odd page is received before concatenating and
transferring them to the library. Finally, we need to offset the
TOW to align it with the beginning of the full page.

Listing 1. GNSS-SDR configuration needed to extract Galileo E1-B
navigation data bits and send them to a UDP port at 127.0.0.1:1234.

D. Galmon Network

The galmon network [17] is an open-source project that aggre-
gates GNSS data from receivers around the globe for monitoring
purposes. They have a dashboard for the main GNSS constella-
tions and signals, with live information about the satellite status
and data transmitted. In addition, they have recently introduced
a historical data dashboard. Any user can contribute or receive
data from the distributed network; hence, it is an attractive way
to use OSNMAlib without any receiver.

Explicitly for disseminating OSNMA data bits, they facilitate
the endpoint 86.82.68.237:10000 where every I/NAV
message being send in the network is redirected. The navigation
messages are again encapsulated using the protobuf standard but
in a different format than the one mentioned in Section III-C.

Each protobuf structure has a header with metadata about the
galmon network’s receiver and the type of message sent. We
are interested in the Galileo I/NAV structure, which contains the
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Fig. 4. Fix at library level to correct the assignation by galmon of the
TOW for the WT 16.

GNSS constellation, signal and SVID from where the navigation
message bits were retrieved, the time information (WN and
TOW), and the proper I/NAV bits. However, the I/NAV bits are
fragmented in multiple fields instead of being a continuous 240-b
stream.

To integrate galmon with OSNMAlib, we do not need to
reconstruct the full I/NAV message; we only need the field
named contents, which stores the navigation word data, and
the field namedreserved1, which stores the 40 OSNMA bits.
The rest of the 240 b can be set to 0.

There are two considerations when integrating the gallon
network with an OSNMA library. The first is that, at the time
of writing this article, the algorithm used by the network to
estimate the TOW of pages coming from u-blox receivers does
not account for the latest changes in the Galileo ICD with regard
to the position of WT 16. Currently, WT 16 is transmitted on
pages eight and 15, but previously, it was only transmitted on
the eighth. Thus, it always gets assigned a page eight TOW.
The solution implemented in OSNMAlib (described in Fig. 4)
is to keep in memory a TOW counter to check if the WT 16 is
transmitted in the new position with the wrong TOW value.

The second consideration is that the messages in the network
do not necessarily follow a chronological order, and some
receivers send messages that are delayed by a few seconds.
Also, the same page can be received multiple times coming
from different receivers in the network. OSNMAlib filters the
messages to not use twice the same page, and to use only the
most recent ones.

E. Android GnssLogger App

The Android GnssLogger App [18] is an official app de-
veloped by Google to register and analyze location data from
GNSS or other sensors. The logs are sentences in American

Fig. 5. Parsing of the Nav logging sentence containing the navigation
data bits from the Android application GnssLogger.

Standard Code for Information Interchange (ASCII) format and
contain information from the multiple sensors (accelerometer,
gyroscope, and magnetometer), the status of the GNSS front
end (automatic gain control and signal power), the position
coordinates, and the navigation message bits. The logged data
is exactly the same as the one available from the Android
operating system API. In other words, it allows us to use all
the location information available in an Android smartphone
without developing a dedicated application.

The most interesting material to integrate it with OSNMA is
contained in the Nav sentence. This sentence, dissected in Fig. 5,
contains the following values.

1) SVID: The SVID of the transmitting satellite. For Galileo,
it ranges from 1 to 36.

2) Type: Describes the type of navigation message. For OS-
NMA, the relevant message is the Galileo I/NAV, which
has a value of 1537.

3) Status: Contains the integrity status of the navigation data,
parity passed is 1.

4) MessageId: For Galileo I/NAV this refers to the subframe
ID, and has a value between 1 and 24.

5) Sub-messageId: For Galileo I/NAV this refers to the WT
contained in the page.

6) Data(Bytes): Contains the full page (concatenated even
and odd) without the tail bits, for a total of 228 b (padded
in 29 B).

A vital piece of information for OSNMA is missing from the
Nav sentence: the time. Curiously, all the other messages contain
the time information in a field called utcTimeMillis, but not Nav.
Thus, we can use these other messages to keep track of the time.

However, another problem arises when using the additional
messages. The time we are interested in is the GNSS time at
the transmission of the page, and the time reported by the other
messages is when their measurements were taken. Moreover,
the sensor and GNSS related messages are not chronologically
sorted in the log file, and the time reported between them is OFF

by a few seconds. Therefore, attempting to keep time simply by
reading the last utcTimeMillis read will not suffice.

For the OSNMAlib implementation, we have decided only
to keep time using the GNSS-related sentences Raw and AGC.
These two sentences have proven to be more reliable when
compared with the known time reported in some navigation data
pages. The only correction needed is to subtract two seconds
from their time to translate the navigation data reception time to
transmission time.
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Fig. 6. Example of the OSNMA material received section of the OSN-
MAlib status JSON logging in the console. The JSON logging consists of
5 sections: OSNMA status, OSNMA material received, navigation data
received, verified OSNMA material, and authenticated navigation data.
The same information is logged in pure JSON to a file.

Finally, a last remark is that the Galileo I/NAV message is
transmitted in two signals, E1B and E5b-I, with the OSNMA bits
only present in E1B, and in the current GnssLogger format, there
is no direct way of distinguishing between the messages coming
from the two signals. Attempting to parse the OSNMA bits in
a message coming from E5b-I will have undefined behavior
because the same bit range is set as reserved on that signal.
A discrimination method could be to use the one-second offset
between the signals in the transmission of the two-second I/NAV
pages, or to compare the page received with the nominal page
order listed in the Galileo ICD (albeit it is only indicative). A
better approach would be, however, for GnssLogger to indicate
the signal of origin in the sentence (for example, in the Type
field).

IV. NEW FEATURES

A. Pure JSON Logging

The first version of OSNMAlib had only one logging stream
that reported all OSNMA events in chronological order. That is,
every time a new page was processed, everything triggered by
the information on that page was reported. Although this logging
stream provides interesting information for debugging purposes,
it tends to be too verbose.

With the extraction of OSNMA relevant metrics in mind,
we developed a new logging stream that reports at the end of
every subframe (i.e., every 30 s) on the state of OSNMAlib.
This logging option presents in JSON format the following
information per subframe: OSNMA status, OSNMA material
received, navigation data received, verified OSNMA material,
and authenticated navigation data. Fig. 6 shows an example of
how this information is displayed in the console in a readable
way, but it is also saved into a file in pure JSON format for an
easy ingest in any tool willing to process it. Both logging options
can be enabled and disabled independently, and both can log to
console or to a file.

To define the contents of the JSON status file in a standardized
way, OSNMAlib also provides a json-schema. The json-schema
describes which fields to expect in every object and in which
format. For example, and following the example on Fig. 6,
it defines that for each satellite transmitting OSNMA there

is an object, which contains the HKROOT and mack data, it
also defines the meaning of the numbers in the tags array,
and the possible values for the enumerations such as nmas or
cpks.

B. OSNMA Optimizations

To optimize the retrieving of OSNMA data in environments
with fading, such as urban scenarios, OSNMAlib implements
a page-level processing of partially received subframes. This
strategy was first described in [19] and greatly improves the
TTFAF and continuous authentication of navigation data.

This approach allows the extraction of each authentication tag
individually instead of parsing a fully received subframe. In this
way, even if only two pages out of the 15 that form the subframe
are correctly received, it may be possible to obtain tags from
them. The position of each tag in the tag sequence shall still be
verified.

The page-level processing also enables to reconstruct a sub-
frame’s TESLA key from pages belonging to multiple satellites.
All satellites transmit the same TESLA key at the same epoch;
therefore, if OSNMAlib is not able to receive a complete TESLA
key from any satellite but receives enough fragments in different
pages, it can regenerate the key.

Another optimization in OSNMAlib is the link between au-
thentication tag and navigation data to be authenticated using the
new cut-off point (COP) field. OSNMAlib already implemented
an intelligent way of linking tag and data using the issue of
data (IOD) value to merge navigation data belonging to multiple
subframes. Now, with the introduction of the COP field in the
last OSNMA protocol version, this optimization is taken further
allowing to safely assume that the data from one subframe was
also transmitted in the previous. This assumption allows us to
get TTFAF in hot start as low as 44 s [20].

C. Galileo Dual-Frequency Data Reception

The I/NAV message authenticated by OSNMA is transmitted
in two signals: E1-B (1575.42 MHz) and E5b-I (1207.14 MHz).
The reception and process of the E1-B signal is mandatory to
use OSNMA, since it is where the protocol bits are transmitted.
Nonetheless, a dual-frequency receiver can also use E5b-I to
receive the navigation data for a more resilient performance.

The navigation data words are transmitted in a different order
in the E1-B and E5b-I signals, and this allows us to receive faster
all the words needed to authenticate the satellite ephemeris (WTs
1 to 5). Fig. 7 shows the nominal location of the ephemeris words
inside the subframe for both signals. A complete set of words
1 to 5 can be received at the beginning and at the end of the
subframe, and they can be combined if partially received.

In OSNMAlib, we implement the dual-frequency reception
as an option to the input sources. By default, the navigation data
pages introduced to OSNMAlib are assumed to come from the
E1-B signal and it can be specified that they come from E5b-I.
Since the word bits position inside the page is identical between
both bands, the only practical difference in the processing of the
pages coming from different signals is the extraction or not of
the OSNMA bits.
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Fig. 7. Pages containing WTs needed for the ADKD0 authentication
(WT 1–5) are marked in green. By using dual frequency, two sets of
these words are transmitted every subframe.

Fig. 8. WTs protected by RS (WT 1–4) are marked in blue, and the
RS parity pages that act as wildcards for any of the protected ones are
marked as orange.

D. Galileo RS Page Recovery

As part of the latest improvements to the Galileo I/NAV mes-
sage, Galileo introduced an outer forward error correction based
on RS, which is applied to WTs 1 to 4. The recovery of those
words is a great way of improving the performance of OSNMA
in challenging scenarios where some of them may get lost, even
if WT5, which is also needed for ADKD0 authentication, is not
protected.

The RS encoding is constructed over a Galois Field of order
256, defined by the primitive polynomial

p(x) = x8 + x4 + x3 + x2 + 1 (1)

which has a decimal representation of 285. The vector length is
255 octets, but the shortened version used by Galileo has a code
length of 118 octets: 58 octets for the information vector and 60
octets for the parity vector.

The information vector is constructed by concatenating WT 1
to 4, with some octets discarded. The parity vector is transmitted
in WT 17 to 20, and in each subframe, only 2 parity pages are
transmitted in the E1-B signal in alternating order. The parity
vector pages contain a reference to the navigation data IOD
transmitted in WT 1 to 4 to facilitate the linking. Fig. 8 indicates
in blue the information pages and in orange the parity pages in
one subframe.

The parity pages act as wildcard pages: the receiver needs
4 different pages in total (coming either from the information
vector or the parity vector) to recover WT 1 to 4. In a practical
example, a receiver could miss the information words 2 and
4 transmitted at the beginning of the subframe, but recover the
parity words 17 and 19 together with the information words 1 and

3 transmitted later. Then, by the RS decoding it could recover
WT 2 and 4. In a more drastic example, it is also possible to
recover WT 1–4 from WT 17–20.

From an implementation point of view, the majority of Python
libraries that implement RS need to be tweaked to adjust to
the Galileo version. While the primitive polynomial is quite
common, the first consecutive root (FCR) default value, which
defines in which iteration the encoding starts, varies between
implementations. The FCR value in MATLAB implementations
and the Galileo format is set to 1, but in the majority of Python
libraries, it defaults to 0. The information and parity vector order
may also need to be reversed when using the common Python RS
libraries. More information about the RS encoding and examples
can be found in the Galileo Signal-in-Space Interface Control
Document [14].

V. OPTIMIZATIONS IMPACT IN REAL SCENARIOS

To evaluate the impact of the optimizations implemented
in OSNMAlib in real scenarios, we have used recorded data
in soft urban, hard urban, and open-sky environments, which
is available in [21]. The log files are continuous record-
ings between 30 and 40 min of two walks in Brussels and
a static scenario on the roof of Septentrio headquarters in
Leuven.

The optimizations are evaluated using the TTFAF metric in
the hot start operation mode. The hot start mode is the most
common start mode in OSNMA and assumes that the receiver
has already in its possession the root key (or an intermediate
authenticated key) of the TESLA chain. The chain is expected
to last for several months; thus, the receiver can store the key in
memory and use it when powering up.

The TTFAF requires the receiver to have authenticated
ephemeris for a minimum of four satellites. The ephemeris is
authenticated using the ADKD0 tag of OSNMA, so the require-
ment translates to being able to authenticate an ADKD0 tag for
a minimum of four satellites.

To simulate the multiple TTFAF values, we start to process
the log files with OSNMAlib one second later every time. This
strategy emulates a receiver starting to decode navigation data
at a different moment each time, and for each log file, we can
obtain around 2000 points with varying geometry.

For the configuration options compared, we have considered
the following.

1) A basic OSNMA implementation that links navigation
data and tags based on the IOD.

2) The best case of [20], which includes page-level pro-
cessing, the COP-IOD optimization, and a reduced time
synchronization of 17 s (briefly discussed in Section IV-B
and in more depth in the cited manuscript).

3) The best case of [20] and adding RS recovery for the
navigation words 1 to 4 as described in Section IV-D.

4) The best case of [20] and adding dual frequency reception
for the I/NAV message in the signal E5b-I as described in
Section IV-C.

5) The best case of [20] and adding RS recovery and dual
frequency reception.
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Fig. 9. Trajectory of the soft urban scenario recording on 3 December
2023 in Brussels, Belgium.

Fig. 10. Trajectory of the hard urban scenario recording on 3 Decem-
ber 2023 in Brussels, Belgium.

A. Scenarios

The scenarios were recorded during December 2023, but the
OSNMA configuration at that time was the same as the one
transmitted at the time of publishing this manuscript. In any
case, the results show the relative improvement when enabling
the optimizations in OSNMAlib.

The soft urban scenario recording is a walk around the Atom-
ium and Laeken Park in Brussels, Belgium, on 3 December
2023, from 11:03:24 to 11:43:53 UTC. The trajectory is shown
in Fig. 9; there are no big buildings around, and the satellite
visibility is limited only due to the trees.

The hard urban scenario recording is a walk in the Euro-
pean District of Brussels, Belgium, on 3 December 2023, from
09:50:00 to 10:22:30 UTC. The trajectory is shown in Fig. 10;
the satellite visibility is strongly limited due to the urban canyon
environment with tall buildings, and there is a lot of fading and
intermittent reception.

The open sky scenario is a 60-min static recording from the
Septentrio offices in Leuven, Belgium, on 20 December 2023,
from 15:00:00 to 16:00:00 UTC. The visibility is excellent
during the whole recording, with satellites in view from low

elevation. The number of lost pages and satellite fading is very
low since there are no objects blocking the sight.

B. Results

The TTFAF results in the form of a cumulative distribution
function (CDF) are shown in Fig. 11. Unsurprisingly, the OS-
NMAlib configuration with all optimizations enabled performs
the best in all scenarios.

The optimization that brings more relative improvement is
the use of COP-IOD and page-level processing. The page-level
processing allows not to discard correctly received pages be-
cause others on the same subframe were lost, which is a huge
improvement in harsh environments such as the urban ones. The
COP-IOD optimizations allow the linking of partially received
navigation data with authentication tags, but require very good
visibility of satellites. Hence, the COP-IOD part works best in
open-sky scenarios. The nuances of these two optimizations are
further discussed in [20].

On top of this case, the dual frequency optimization improves
more the TTFAF than the RS recovery optimization. These
results are to be expected if we analyze how many words can
be recovered with each optimization. By receiving the I/NAV
message in the E5b-I signal, we are receiving an extra set of WT
1–5 for each subframe, and these are received time-correlated
with the same WTs in E1-B. Thus, the receiver can quickly
collect the full set of WT in a few seconds of good visibility,
twice per subframe.

The RS recovery includes 2 extra WT that can be used as a
wildcard for any of the WT 1–4. While it is a great addition
and arguably more flexible than the fixed words obtained by
using E5b-I, it has less amount of extra information. Moreover,
it protects only WT 1–4, so the receiver still needs to receive the
single time transmitted WT5 each subframe. However, one clear
advantage is that a receiver can use the RS optimization without
any hardware change, unlike the dual frequency optimization.

Finally, it is worth mentioning that these optimizations work
better when the scenario is more harsh. The improvement in the
hard urban scenario is bigger than in the soft urban scenario
because more pages are lost, and the use of dual frequency or
RS becomes crucial to have a faster fix. Going to the extreme of
the open sky scenario, where no pages are lost, neither the RS
nor the dual frequency optimization improve the TTFAF values.
It is true that the receiver may start mid subframe and miss
some pages so it would benefit from the redundancy introduce
by dual-frequency and RS, but because in the next subframe all
pages are received the COP-IOD optimization alone is already
capable of recovering them.

VI. OSNMA STATUS WEBSITE

A. OSNMAlib Dashboard

Using the new subframe status logging of OSNMAlib de-
scribed in Section IV-A, we have created a website osn-
malib.eu [10] to monitor in real time the status of OSNMA.
Currently, the website runs two parallel OSNMAlib instances:
one processing data from a Septentrio mosaic-X5 receiver [22]



GALAN-FIGUERAS et al.: IMPROVING OSNMALIB: NEW FORMATS, FEATURES, AND MONITORING CAPABILITIES 125

Fig. 11. CDFs of the TTFAF values with different optimizations enabled in multiple environments. The COP-IOD with page processing optimization
is the best case of [20], and brings the most relative improvement. The use of dual frequency improves more the TTFAF than the use of RS, but
requires hardware changes on the receiver. The use of all the optimizations lies always the best results.

located at KU Leuven, Belgium, and the other processing global
aggregated data from the galmon network.

After each subframe, the dashboard displays the last authen-
ticated OSNMA status information, the number of satellites in
view and the subset of those transmitting OSNMA, the infor-
mation obtained from each satellite, and the data authentication
output. The information retrieved for a satellite is presented as
shown in Fig. 12. The navigation data WTs are grouped per
authentication tag type, and the OSNMA tags indicate for which
satellite is the tag, the COP value, and if it is a flex tag. The
tag color indicates the tag type: blue for ADKD0, orange for
ADKD4, and pink for ADKD12. The TESLA key received is
provided under the tags.

The accumulated navigation data information for each satel-
lite is displayed as shown in Fig. 13. Each color represents
a tag type in the same sequence mentioned above. The first
column contains the IOD to identify the navigation message
being authenticated, except for ADKD4 whose words do not

Fig. 12. Data blocks obtained from satellite 15 in the last subframe as
displayed in the OSNMAlib website.

contain an IOD. The next column indicates the GST of the last
verified tag for the navigation data. The last column contains the
accumulated bit-length of tags verified for the navigation data,
an indirect metric to the number of tags verified.
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Fig. 13. Navigation data authentication status for satellite 15 as dis-
played in the OSNMAlib website.

B. OSNMAlib Status JSON Endpoint

The JSON objects used to populate the website dash-
board are also provided to the users through the /septen-
trio/subframe_json and/galmon/subframe_json
endpoints. In this way, anyone can access to the OSNMA infor-
mation from the receivers in a structured way and choose to
process it at will. Also, the JSON object contains much more
information than the one displayed in the dashboard.

The endpoints return the OSNMAlib information for the last
12 subframes. The decision of saving 12 subframes is to always
have in memory an ADKD12 tag and the applicable TESLA key
(transmitted with an additional delay of 10 subframes).

In the website, we also provide direct links to the json-schema
that describes the JSON object returned by the endpoint. The
schema is provided in an HTML version, which is targeted at the
user trying to figure out what information is provided, and also in
JSON version so it can be injected as a reference to development
environments willing to process the endpoint objects.

This OSNMAlib subframe information could be used by other
researchers that want to analyze the OSNMA protocol but do not
have access to a receiver to process the data in real time. Also,
it could be used to retrieve the TESLA keys needed to use the
Galileo SAS protocol.

C. Navigation Message Bits Endpoint

Another feature of the osnmalib.eu website is the exposure of
the raw I/NAV message as received by OSNMAlib in JSON
format through the /septentrio/subframe_bits and
/galmon/subframe_bits endpoints. The navigation mes-
sage bits are provided per subframe, identified by the WN and
TOW, and organized per satellite. Each satellite contains 15
pages of 240 b with the navigation message in hexadecimal.
If a page is lost the value for the page is null. Fig. 14 shows
how the JSON structure looks like. These endpoints also return
the last 12 subframes bits from the selected receiver.

Snapshot GNSS receivers may use these navigation data bits
to compare the unpredictable OSNMA bits they receive with
the OSNMA bits coming from a reliable source, which is using
OSNMA. Doing this check, they can achieve some level of
assurance on the signal authenticity without having to implement
the complete OSNMA protocol [23], also known as Assisted
NMA [24].

In addition, the bits may be used by any other OSNMA library
or GNSS-based application that needs to process navigation
messages but does not have access to a GNSS receiver.

Fig. 14. Example of the I/NAV bits as retrieved from the osnmalib.eu
website. The JSON structure contains the last 12 subframes received
by OSNMAlib, and each subframe contains the WN, the TOW and the
bits from each satellite organized in 240 b pages.

VII. CONCLUSION

In this article, we presented the last updates on OSNMAlib, an
open-source library to process the Galileo OSNMA protocol. We
discussed how distinct data sources (SBF, UBX, GNSS-SDR,
gallon, and GnssLogger) can be added to OSNMA libraries,
focusing on possible pitfalls and recommendations. In addition,
we analyzed using real data how processing data from the E5b-I
signal and implementing the RS recovery can greatly increase
the TTFAF in harsh environments. Finally, we presented the os-
nmalib.eu website, where real-time information of the OSNMA
protocol can be consulted, alongside with the navigation data
bits being processed by the library.

On the analysis of multiple GNSS data sources, we noticed
that only Septentrio receivers provide a somewhat straightfor-
ward way of using their output for OSNMA processing. All the
other sources considered lacked some key information, usually
the time reference. We expect that, as OSNMA increases in
popularity, more GNSS products will enable proper logging
options for OSNMA applications.

With the exposure of the navigation data bits from the OS-
NMAlib website, we try, on the one hand, to become a source
of GNSS data for applications, and, on the other hand, to help
the developing and testing of OSNMA snapshot authenticated
receivers. Moreover, by providing the subframe information
in JSON format we also enable other applications that need
access to verifies information transmitted by OSNMA such as
the Galileo SAS protocol.

Currently, osnmalib.eu only displays instantaneous data,
which is refreshed every 30 seconds. An historical visualization
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of OSNMA data could be extremely useful for the GNSS
community and be used for the analysis of OSNMA coverage,
the cross-authentication algorithm, and numerous other appli-
cations.
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