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Abstract—The Galileo Signal Authentication Service
(SAS) is a new service of the European Galileo Global
Navigation Satellite System (GNSS) that provides
range protection and complements the navigation data
authentication provided by Open Service Navigation
Message Authentication (OSNMA). The SAS is based
on the encryption of the E6-C signal and the use of the
Timed Efficient Stream Loss-tolerant Authentication
(TESLA) keys disclosed in the E1-B signal by OSNMA.
The service is currently under development, and its
initial deployment is foreseen for 2026. This paper
presents SASlib, an open Python library implementing
the main functions required to process Galileo SAS,
including Re-Encrypted Code Sequence (RECS) pars-
ing, snapshot recording, OSNMA TESLA key retrieval,
RECS decryption, sample correlation, and signal de-
tection and authentication. The library is intended to
support receiver manufacturers and application devel-
opers. This paper describes the SASIlib architecture
and presents initial test results. The reported results
provide an initial end-to-end verification with real en-
crypted E6-C signals.

Index Terms—GNSS, Galileo, SAS, ACAS, OSNMA,
TESLA, encryption, authentication, Python, library,
open source.

I. INTRODUCTION

Galileo Signal Authentication Service (SAS), previously
known as Assisted Commercial Authentication Service
(ACAS), is the latest service that the Galileo system is
developing to combat the increasing threat of spoofing
against Global Navigation Satellite System (GNSS) [1].
By leveraging the existing structure of the Galileo signals,
the SAS provides signal authentication at the range level.
This service, currently in the definition and development
phase, is expected to be initially deployed in 2026 [2]. It
complements the Open Service Navigation Message Au-
thentication (OSNMA) [3] service, which already provides
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navigation data authentication. Together, both services
will provide robust protection against spoofing attacks
from a system-level perspective.

Galileo SAS is the first public system aimed at providing
range authentication, although GPS is also expected to
offer similar protection with Chips-Message Robust Au-
thentication (CHIMERA) [4]. Some commercial systems
have also reported range authentication capabilities [5].

Galileo SAS is based on the encryption of the E6-C
signal and the use of the Timed Efficient Stream Loss-
tolerant Authentication (TESLA) keys disclosed in the
E1-B signal by OSNMA. Selected fragments of the en-
crypted data in E6-C, known as Encrypted Code Se-
quences (ECSs), are re-encrypted at the ground segment
prior to their transmission, using the OSNMA keys that
are yet to be disclosed. The resulting Re-Encrypted Code
Sequences (RECSs) are then made available to users
through a publicly accessible repository, so that they can
be downloaded in advance by any SAS-ready receiver
that wishes to authenticate its position at the epochs of
interest. Once the E6-C signal is broadcast, the receiver
records a snapshot of E6-C around the epoch when the
RECSs are expected. After the corresponding TESLA keys
are disclosed in the E1-B signal, the receiver can decrypt
the RECSs and then correlate them with the recorded
E6-C samples to detect the presence of the signal and
authenticate the receiver Position, Velocity and Timing
(PVT) if certain conditions are met [6].

Preliminary studies and simulations have been carried
out to define the main parameters of the SAS and to
evaluate its theoretical performance under different sce-
narios, including the desired length and periodicity of the
RECS [7] [8]. These studies have been complemented with
experimental measurements using Software Defined Radio
(SDR)-based platforms [9] and the unencrypted E6-C
signal [10], which is expected to be permanently encrypted
soon. Recently, a test campaign was carried out by the
European Commission and ESA, in which the eccentric
E14 satellite transmitted the E6-C signal encrypted for
a short period. This campaign made it possible to test
the SAS concept in a real scenario and to validate end-to-
end the SAS processing chain, including both system and



receiver operations. The results obtained in this campaign
were in line with expectations and represented a significant
step forward in Galileo SAS development and its future
initial deployment for the testing phase [11] [12].

To support receiver manufacturers and application de-
velopers implementing Galileo SAS, we developed SASlib,
an open-source Python library that implements the main
functions required for its processing. It is publicly available
on GitHub [13], where users can access it, use it, and
contribute to its development, in line with the OSNMAIlib
library published to support OSNMA [14] [15].

The scope of this paper is the presentation of the SASlib
architecture and its end-to-end verification with real en-
crypted E6-C signals, rather than a complete performance
characterization campaign.

This paper is organized as follows. Section II describes
the architecture of the SASIlib library and its main mod-
ules. Section I1II explains the library functionality and exe-
cution process, including its data formats, graphical inter-
face, availability, and documentation. Section IV presents
the initial test results obtained with the library using real
encrypted E6-C test-campaign data. Finally, Section V
summarizes the main conclusions of this work.

II. SASLIB ARCHITECTURE

This section outlines the SASIlib architecture and its
main modules. The library is modular and extensible, so
modules can be executed independently and combined
according to user needs. For testing, modules that require
input data can use previously downloaded or recorded
local files, or acquire the data live as in normal operation.
The main modules of the library, which are illustrated in
Figure 1, are described below.

A. Startup modules

These modules handle the initial steps needed to prepare
the receiver for authentication. They include the Configu-
ration Initialization, Time Reference Synchronization, Al-
manac Management, and RECS/BGD/SLOG Download
and Parsing modules. They are typically executed before
signal broadcast, when a broadband Internet connection
is available to retrieve the required files.

Configuration Initialization: This module initializes
the configuration parameters required by the other mod-
ules and defines the main user settings for Galileo SAS
processing, such as the authentication start time, duration
and periodicity (RECS Period), and the auxiliary signal
band used to assist RECS detection. These parameters are
sufficient to run SASlib, but additional settings, such as
the RECS length, the randomization parameters, or data
source, can also be configured. For testing purposes, the
library can be configured either to use local files for all
required data or to download/record them as needed.

Time Reference Synchronization: This module pro-
vides a time reference, together with its associated uncer-
tainty bound, to be used for snapshot acquisition. A larger
uncertainty bound requires a longer snapshot to ensure
that the RECS are captured within the recorded samples.
Currently, the time reference is obtained from an Network
Time Security (NTS) server. Future releases may include
additional time sources, such as GNSS-based solutions.

Almanac Management: This module provides assis-
tance data for the receiver by downloading the Galileo al-
manac XML file published by the European GNSS Service
Centre (GSC) (https://gsc-europa.eu). Although it is not
required for SAS processing, it can be used as optional
assistance to speed up signal acquisition in the subsequent
Signal Correlation module. In particular, for each satellite,
the downloaded XML file is parsed to extract the six
Keplerian orbital elements (y/a, eccentricity, inclination,
RAAN, argument of perigee, and mean anomaly), together
with the reference epoch (time of applicability and week
number) and the health status. These parameters are used
to estimate satellite visibility and expected Doppler/code-
delay values, thereby reducing the search space. For testing
purposes, this module can also be configured to load the
almanac from a local file.

RECS/BGD/SLOG Download: This module down-
loads the RECS/BGD/SLOG files from a user-configured
publicly accessible server. The files are downloaded in
advance to ensure the required level of autonomy at
the time of authentication. Once Galileo SAS becomes
operational, the intended source is the GSC, which is
expected to act as the official server, although it is not
yet operational. As specified in the latest specification
available [1], the module queries the selected server using
the user-configured parameters and retrieves a TAR file
containing all the required files.

RECS/BGD/SLOG Parsing: This module extracts
the binary RECS files from the aggregated files contained
in the downloaded TAR archives, following the latest SAS
specification [1]. It then parses them to recover the RECS
bits. It also processes the Broadcast Group Delay (BGD)
files to obtain the corresponding BGD values, and checks
the SLOG files to verify the SAS status.

B. Snapshot modules

These modules record E6-C signal snapshots around the
expected reception time of the RECSs. Unlike the startup
modules, they are executed close to the authentication
epoch and are designed to operate with limited Internet
connectivity. This group comprises the Uncertainty Esti-
mation and Snapshot Recording modules.

Uncertainty Estimation: Because time may have
elapsed since the time reference was obtained in the
Time Reference Synchronization module (typically due to
receiver clock drift), the previous reference may have a
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Fig. 1. SASIib architecture and main functions.

higher uncertainty and should be updated (when possible),
and a tighter uncertainty bound should be estimated closer
to the recording time. If an Internet connection is avail-
able, this module reconnects to an NTS server to update
the time reference. In addition to the uncertainty of this
time reference (which determines the uncertainty of the
receiver clock), this module also configures the additional
delay contributions considered for snapshot acquisition:
the signal propagation delay uncertainty (up to 20 ms
in Galileo, corresponding to the difference in propaga-
tion time between the closest and farthest satellites), the
satellite clock offset (typically set to 0 ms when BGDs
are applied), and the SAS specific parameters that affect
the snapshot length, such as the RECS length and the
randomization parameters (RAND). The total uncertainty
bound is obtained by summing all these contributions and
is then used to determine the required snapshot length.

Snapshot Recording: This module commands the
recording of an E6 signal snapshot around the expected
time of reception of the RECS. It can also be configured
to command the recording of a snapshot from an auxiliary
band to assist subsequent E6-C signal acquisition. This
module currently interfaces, through a dedicated Appli-
cation Programming Interface (API), with a remotely
accessible SDR-based platform at the Univ. Autonoma de
Barcelona (UAB). The platform is permanently connected
to a multi-band GNSS antenna and includes two bladeRF
boards for synchronous sample acquisition, as shown in
Figure 2 [9]. When an external recording platform is
used, the receiver clock uncertainty from the Uncertainty
Estimation module is disabled, since the relevant clock

Fig. 2. SDR-based platform for synchronous sample acquisition.

uncertainty is that of the recording platform. In this case,
only the satellite clock offset and signal propagation delay
terms are sent through the API. The external platform
then combines them with its own estimated clock uncer-
tainty to determine the required snapshot length. Alter-
natively, this module can be configured to load previously
recorded snapshots from local files for post-processing.

C. ECS Generation modules

These modules generate the ECSs, i.e., the local repli-
cas used for correlation, after the E6-C signal has been
recorded and the corresponding TESLA keys have been
disclosed. They comprise the TESLA Key Retrieval and
RECS Decryption modules.

TESLA Key Retrieval: Once the snapshots are
recorded, SASIlib waits until the corresponding TESLA
keys are disclosed in the Galileo E1-B signal. This module



retrieves those keys from OSNMA. The keys are currently
obtained from an OSNMALlib server (osnmalib.eu). In ad-
dition, for testing purposes, this module can be configured
to load the keys from a local file.

RECS Decryption: This module uses the retrieved
OSNMA keys to decrypt the RECS and obtain the cor-
responding ECSs. These ECSs are local replicas that are
later correlated with the previously recorded E6 snapshot
samples. The decryption process follows the specifications
defined in the latest SAS Interface Control Document
(ICD) [1], which is currently based on Advanced Encryp-
tion Standard (AES)-Cipher Block Chaining (CBC) mode.

D. Signal Processing and Authentication modules

These modules perform the main signal processing and
authentication steps once the ECS has been generated
from Signal-In-Space (SIS). They include Signal Correla-
tion, Ephemerides Management, Satellite/Range Authen-
tication, and PVT Computation.

Signal Correlation: This module correlates the
recorded E6-C samples with the ECSs to obtain the E6-C
observables, including code delay, Doppler frequency, and
the carrier-to-noise density ratio (C'/Np). If an auxiliary-
band snapshot has also been recorded, the module first
correlates the auxiliary-band samples with the correspond-
ing local replicas (PRN codes) to obtain the auxiliary-band
observables. These observables are then used to estimate
the expected E6-C code delay and Doppler frequency,
helping to narrow the E6-C correlation search window. In
practice, when an auxiliary signal is used, only a few time-
and frequency-domain correlations may be sufficient. This
approach significantly reduces the computational load of
the correlation process, as described in [7].

Ephemerides Management: This module retrieves
Galileo broadcast ephemerides (RINEX NAV) from a pub-
lic server, such as the ESA GNSS Science Support Centre
(GSSC) [16], which provides hourly updates via SFTP,
and parses them for PVT computation. Since ephemerides
have a limited validity (hours) and several days may elapse
between initialization and the authentication epoch, they
are downloaded close to the PVT stage to avoid outdated
data. The module also computes satellite elevations used
by the Galileo SAS authentication mechanism. For testing,
it can alternatively load ephemerides from a local file.

Range Authentication: Using the E6-C observables
obtained in the previous module, this module explicitly
checks whether the E6-C measurements can be considered
as authentic (i.e., RECS has been successfully detected).
This can be done either by applying Primary Peak to Sec-
ondary Peak (PPSP) or by comparing the E6-C correlation
peak value against the noise floor. This step is referred
to as range authentication. Additionally, the auxiliary-
signal range is authenticated by comparing the code-delay
difference between the auxiliary signal and E6-C. If this

difference is within a given threshold, the auxiliary-signal
range is considered authentic, as specified in [6] and based
on the authentication mechanism described in [17]. This
step, referred to as auxiliary-range authentication, uses
satellite elevations to compute the expected code-delay
difference and to set the corresponding threshold.

PVT Computation: This module computes the re-
ceiver PVT using observables obtained from the Signal
Correlation module. By default, the PVT solution is com-
puted from the auxiliary-signal observables. However, if
four or more ranges from different satellites are authenti-
cated by the Satellite/Range Authentication module, the
PVT is considered authenticated at the position level. At
the time of writing, only two satellites transmit the E6-C
signal encrypted (E14 and E18), so position-level authen-
tication is not yet possible. Nevertheless, this functionality
is included in the library for future use as more satellites
begin transmitting encrypted E6-C.

III. FUNCTIONALITY & EXECUTION

This section outlines how SASlib modules are configured
and executed to build processing pipelines.

A. Data Format

SASIlib adopts a JSON-based configuration architecture
designed to ensure modularity, traceability, and experi-
mental reproducibility. This approach decouples parame-
ter specification from algorithmic implementation through
a structured data management strategy.

Each processing block is defined by a JSON Schema
file specifying its configurable parameters, including data
types, valid ranges, default values, and descriptive meta-
data. These schemas enable automatic parameter vali-
dation and allow the graphical interface to generate the
corresponding input forms dynamically.

The framework supports two complementary configu-
ration approaches. Users may define a single global JSON
file containing the parameters of all modules together with
execution metadata such as timestamps, identifiers, and
version information. When loaded, the system distributes
its contents into the corresponding block-specific JSON
configuration files. Alternatively, users may edit the block-
specific files directly to adjust individual modules. Both
approaches are interoperable: a global configuration can be
expanded into block-specific files, and block-specific files
can be consolidated into a single global configuration for
archival or sharing.

Upon execution, all parameters and outputs are stored
in timestamped directories, preserving the complete state
of each run for traceability and recovery.

B. Graphical Interface

To facilitate the use of the library, a graphical interface
has also been developed. It allows users to configure
and run the different modules and visualize the results.
The SASlib graphical interface is built on Dash and uses



SASlib Graphic Interface
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Fig. 3. SASIlib graphical interface.

ReactFlow to represent the pipeline as connected nodes.
Each node is defined by a specific JSON file and linked
at runtime to its backend module function. Selecting a
node opens a modal with editable parameters, execution
controls, and relevant logs.

The interface supports running single nodes or full
pipelines, and all configuration files are saved to en-
sure reproducibility. Figure 3 shows a screenshot of the
graphical interface, and Figure 4 shows the Configuration
Initialization module.

Configuration Initialization X

all blocks

User Parameters

Main user-configurable parameters for authentication
Starting Time to Authenticate (GST sec) Authentication Duration (sec)

813755236 30

(GST start time in seconds (0= auta-detect from RECS) Totaldura

of the authentication period n seconds

Authentication Periodicity (sec) Auxiliary Signal Band

30 E1B -
Time interval between RECS fies in seconds Select auriiary signal band (E1-B,E1.C,E6-6)

Test Parameters

Parameters for testing

SVIDtoSearch SVID to Search Encrypted

14 14

Listof all satelite venicte D to search fo correlaion (vafc: 1-36) Subsetof SVIDs that are encrypted and require RECS decrypt 1-36)

RECS Length KDI (Key Delay Indicator)

16 0-Current Key -

Length of RECS cata in miliseconds 1 to 16 ms) Key Delay Idicator: =use current ke, 1=use next key

Snapshot File TESLAKey File
(o) @

Enable touse IQ file disable for live RF input (recorder] Enable touse TESLA keys from local il disable to downioad from internet
RECS Local File BGD Local File

@

Enable touse local RECS fils,disable to download from server Enable touse local BGD files, sable to download from server

caon J o

Fig. 4. SASlib Configuration Initialization module.

C. Availability & Documentation

Galileo SASIib is publicly available on GitHub as an
open-source Python library [13]. The repository includes
the source code, configuration schemas, example datasets

for testing and validation, and a README with installa-
tion and usage instructions.

Regarding code quality, the codebase follows PEP 8
style conventions, uses PEP 484 type annotations through-
out to support static analysis and improve readability, and
documents functions using Google-style docstrings.

SASIib is released under the European Union Public
Licence (EUPL), Version 1.2 (EUPL), the official license
of the European Union. As defined at [18], the license is
interoperable, reciprocal, share-alike, and compatible.

IV. RESULTS
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Fig. 5. Results obtained with SASlib using the encrypted E6-C test
dataset (KDI=0 on top, KDI=1 on bottom).

This section verifies the end-to-end operation of SASlib
using real encrypted E6-C signals. The results are there-
fore presented as a functional validation of the processing
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chain rather than as a complete statistical characterization
of SAS performance. SASlib was tested with real data
collected during the Galileo SAS campaign carried out
in June 2025, in which the eccentric-orbit E14 satellite
transmitted the E6-C signal encrypted for a short period
[11] [12]. The same datasets used in [11] were processed
with SASlib and compared against the reference-platform
results obtained during the campaign.

The results obtained with SASlib are consistent with
those obtained with the reference platforms. Figure 5
shows the E6-C correlation peaks for both Key Delay
Index (KDI) configurations. These peaks are obtained by
correlating the dataset samples with the ECSs obtained af-
ter decrypting the RECSs using the corresponding TESLA
keys. The peaks appear at the expected code delays and
Doppler frequencies, and the separation between the two
peaks is consistent with the configured KDI offset, which
is 16 ms as specified in [1]. At the sampling rate used
(20 Msps), this corresponds to 320k samples.

In Figure 6, the acquisition outputs produced by the
Signal Correlation module for the E1-B and E6-C signals
are shown. These results are compared with the E6-C
peak (for the KDI=0 case) to verify the alignment of
the code delays, which is a crucial aspect of the Galileo
SAS authentication mechanism. A zoomed view around
the E6 peak is also provided to better illustrate the code-
delay alignment. The resulting code-delay difference is
then passed to the Range Authentication module, where
it is compared against a threshold to determine whether

the range can be authenticated, as specified in [6].

V. CONCLUSION

The main contribution of this paper is the development
of SASIib, an open-source, modular Python library that
implements the end-to-end receiver processing chain for
Galileo SAS, including integration with an SDR-based,
multi-band, synchronous snapshot platform for remote
Galileo E6/E1 sample recording. The library has been
validated experimentally using real encrypted E6-C test-
campaign data, demonstrating correlation and detection
performance consistent with reference platforms. It is pub-
licly available on GitHub to support adoption by receiver
manufacturers and developers and to facilitate further
work on Galileo SAS.

Further testing and validation are planned under a wider
range of scenarios and conditions, including a more com-
plete performance characterization with real signals. The
developers also plan to add new functionality, including
support for additional authentication mechanisms such as
Vestigial Signal Search (VSS), and to foster collaboration
in support of the evolution of Galileo SAS.
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