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ABSTRACT  

 

The Galileo Signal Authentication Service (SAS) is the next new feature to be offered by Galileo, the European GNSS. Its initial 

signal-in-space capability is planned for 2025, starting with the L3 (launch 3) satellites in elliptical orbits. SAS relies on encrypted 

spreading code sequences of the E6-C component, which are “re-encrypted” with cryptographic material provided by the Galileo 

Open Service Navigation Message Authentication (OSNMA). These Re-Encrypted spreading Code Sequences (RECS) are 

distributed to users following the semi-assisted authentication concept: future E6-C codes are re-encrypted with OSNMA key 

material and published by a server for user download. The European Commission launched an R&D project to develop a SAS 

receiver, an assistance server, and a test platform. The project, named Message and Measurement Authentication Receiver for 

Initial Operations (MMARIO), began in April 2024 and is now approaching its experimentation phase. The prototype receiver 

is capable of processing encrypted E6-C signals and generating authenticated position, velocity, and time (PVT) solutions, 

implementing additional anti-spoofing features such as anti-replay and vestigial signal detection. This paper reports on the first 

experimentation campaign carried out with real encrypted signals transmitted by Galileo L3 elliptical satellite E14 in June 2025. 

The use of the Test Platform is foreseen in the upcoming validation phase to simulate encrypted signals and spoofing attacks 

under controlled conditions. 

 

INTRODUCTION  

 

The increasing reliance on Global Navigation Satellite Systems (GNSS) for various applications, from everyday activities to 

critical sectors such as navigation, banking, aviation and automotive, has made GNSS a prime target for spoofing attacks (SKAI 

Data Services, s.f.). Spoofing (Mukhtar, et al., 2019) involves the transmission of counterfeit GNSS signals to receivers, which 

can result in incorrect positioning and timing information. This threat underscores the need for robust authentication mechanisms 

to ensure the integrity and authenticity of GNSS signals. 

 

Authentication in GNSS has been recognized for more than two decades as a key enabler for resilient Positioning, Navigation, 

and Timing (PNT) (Scott, 2003). Traditional GNSS open service signals are unprotected at the physical layer, which makes them 

vulnerable to meaconing, spoofing, and replay. Early mitigation efforts have relied on external monitoring networks or cross-

checking with other sensors, but these approaches do not provide cryptographic guarantees. 

 

Within the European Galileo program, two complementary authentication services are being developed: the Open Service 

Navigation Message Authentication (OSNMA) (European Union, Jan. 2024) and the Signal Authentication Service (SAS) 

(Fernandez-Hernandez I. , et al., 2024). The OSNMA, already operational and officially declared (InsideGNSS, 2025), protects 

the integrity of the navigation message, allowing the receiver to verify that broadcasted ephemeris and clock data are authentic. 

However, counterfeit signals can still replicate or manipulate the spreading codes while relaying valid signed messages. 

 

SAS addresses this limitation by adding authentication to the physical layer. The concept is based on encrypted spreading codes, 

where the E6-C pilot sequences are not openly known but generated from cryptographic material. To make this compatible with 

an open service, SAS introduces the semi-assisted authentication approach (Fernandez-Hernandez I. , et al., 2023): the encrypted 

codes are “re-encrypted” with future OSNMA key material, generating Re-encrypted Code Sequences (RECS). These RECS are 

distributed through an assistance server, which users can access over the internet. The cryptographic framework ensures that 

only some sequences can correctly de-spread the signal, preventing counterfeit signals from correlating with the authentic one. 

Moreover, additional parameters such as the Key Delay Index (KDI) and randomization flags are used to increase the 

unpredictability of the sequences and mitigate pre-computation attacks. 

 

Galileo SAS represents the first large-scale operational initiative to provide a free and open physical-layer authentication service. 

The MMARIO project, awarded to a consortium led by GMV, including Airbus, Universidad Autónoma de Barcelona (UAB), 

and Qascom, contributes to this framework by implementing the full SAS chain, from the generation of RECS and Broadcast 

Group Delay (BGD) files at the assistance server to the receiver processing and authenticated PVT computation. This end-to-

end approach provides a unique opportunity to evaluate SAS performance under real signal conditions, ahead of its operational 

deployment. 

 

 

SERVICE ARCHITECTURE 

 

Prior to the activation of encrypted transmissions, the server already holds the cryptographic material derived from OSNMA 

keys together with the Encrypted Code Sequence (ECS) keys. Using these inputs, it generates the RECS corresponding to future 

E6-C encrypted spreading codes. The RECS files together with BGD files are then made available to users through secure HTTPS 
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query requests. At the user side, once the OSNMA key is received and verified, the receiver generates a decryption key by 

applying a SHA-256 hash to the OSNMA key. This derived key is then used to decrypt the RECS using AES-256 in CBC mode 

(Daemen & Rijmen, 2020), with a time-dependent initialization vector (IV), as follows: 

 

 𝑅𝐸𝐶𝑆 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝐾𝑒𝑦 → 𝐾j+DK

′ = SHA256(𝐾𝑗+𝐷𝐾
) 

𝑅𝐸𝐶𝑆 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 → 𝐸𝐶𝑆𝑗,𝑖 = 𝐴𝐸𝑆256𝐶𝐵𝐶
−1 (𝐾𝑗+𝐷𝐾

, 𝑅𝐸𝐶𝑆𝑗,𝑖 , 𝐼𝑉) 

𝐼𝑉 = 𝑡𝑟𝑢𝑛𝑐 (128, 𝑆𝐻𝐴256(𝑃𝑗)) 

𝑃𝑗 = (𝐺𝑆𝑇𝑆𝐹,𝑗+𝐷𝐾
||𝑅𝐴𝑁𝐷||𝑝1) 

 

(1) 

Where 𝑅𝐸𝐶𝑆𝑗,𝑖  is RECS i of subframe j, DK is the Key Delay Index (KDI), SHA256 is the hash function (NIST, 2012), trunc is 

the truncation function, GST is the Galileo System Time, and RAND is the randomization flag. The KDI defines how many 

I/NAV subframes separate the OSNMA key from the RECS it decrypts (where all KDI values also incorporate the so-called key 

broadcast margin offset, with a value of a few seconds currently to be fixed by design). Further details and justification can be 

found in (Fernandez-Hernandez I. , et al., 2024) and (European Commission, 2020). 

 

- KDI = 0: the key and RECS are provided in the same I/NAV subframe, 

- KDI = 1: the RECS can only be decrypted after a delay of 30 seconds. 

- KDI = 2: the delay extends to 11 subframes, equivalent to 330 seconds. 

 

This mechanism ensures that RECS remains unencryptable until the corresponding OSNMA key has been broadcast, thereby 

mitigating pre-computation attacks and reinforcing the unpredictability of the system. In addition, a randomization flag (RAND 

in (1)) may be applied to further obfuscate the temporal alignment of RECS within each service period. This increases the entropy 

of the authentication process and adds another layer of complexity for potential spoofing adversaries. 

 

SAS Server 

The SAS Server is the central element enabling semi-assisted authentication. Its primary role is to generate and distribute the 

RECS and BGD files required for Galileo SAS operation. These files are precomputed using cryptographic material derived 

from OSNMA keys and E6-C encryption keys, which are securely loaded into the server prior to the encryption period. 

The implementation has been deployed on an enterprise-grade HP server platform, ensuring high availability, robustness, and 

sufficient processing resources for both real-time and batch generation of authentication data. By precomputing RECS and BGD 

for future time windows, the server allows receivers to operate in autonomous conditions without requiring continuous 

connectivity during the service period. 

 

Before each service interval, the server loads satellite clock bias information and the relevant cryptographic material, including 

derived TESLA keys. It then generates the corresponding RECS and BGD files and makes them available to users through a 

secure HTTPS interface. Figure 1 shows the high-level design of the SAS server prototype. 

 

 
 

Figure 1 - SAS Server High Level Architecture 
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The server also supports Network Time Security (NTS), enabling authenticated and secure time synchronization between clients 

and the server. This capability ensures that receivers maintain accurate timing, a critical requirement for correlation with 

encrypted spreading codes. 

 

Users can either download standard pre-generated files or query the server for customized RECS configurations. Parameters 

such as satellite, RECS period, KDI and randomization settings can be requested to tailor the data to specific operational 

scenarios. 

 
SAS Receiver 

The MMARIO SAS receiver architecture (Figure 2), hereinafter referred to generically as SAS Receiver, has been designed to 

provide full support for the Galileo SAS Service, integrating both hardware and software elements to achieve position 

authentication. 

 

 
 

Figure 2 - SAS Receiver High Level Architecture 

At the hardware level, the system incorporates a multi-band GNSS front-end capable of processing Galileo E1 and E6 signals. 

The receiver supports OSNMA authentication of navigation messages and includes a dedicated front-end for recording snapshots 

of the E6 and E1 signals. For performance validation and accuracy assessment, the experimental setup includes a Septentrio 

MOSAIC receiver providing reference solutions, an Inertial Measurement Unit (IMU) to capture motion dynamics, and a high-

stability Real-Time Clock (RTC) ensuring precise time synchronization during periods without access to NTS. The hardware 

elements contained inside the MARIO receiver are described in Figure 3. Further details about the commercial equipment used 

can be found in (Fernandez-Hernandez I. , et al., 2025). 

 

1. GNSS Antenna 

2. GNSS Splitter 

3. BROS Rx 

4. MOSAIC Rx 

5. IMU 

6. RTC 

7. Raspberry Pi 

8. Processing HW 

9. Switch 

 

 

 

 

 

 

Figure 3 - MMARIO SAS Receiver 
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The receiver software integrates additional security monitoring capabilities, including anti-replay checks, vestigial signal 

detection (Winkel, et al., 2024), and consistency verification between E6 and E1 observables. This layered approach enhances 

resilience against advanced spoofing and replays attacks, complementing SAS. 

 

SAS SIGNAL PROCESSING 

 
The SAS authentication process relies on correlating encrypted E6-C signal snapshots with decrypted RECS sequences. Here, 

the SAS Receiver uses a circular convolution FFT (Fast Fourier Transform)-based method, similar to, for example, that described 

in (Kaplan & Hegarty, 2006). This technique allows simultaneous search over time and frequency domains, where, for each 

frequency bin, the signal and ECS are separately FFT’ed, convoluted, and the inverse FFT computed. The result of this 

correlation is shown in Figure 4, where the plot on the left shows the correlation peak in the sample corresponding to the match 

between the replica generated with the ECS of E14 and the recorded signal snapshot of E6, and the plot on the right shows the 

value of this peak evaluated for each Doppler value configured in the search. To further optimize this process, the receiver can 

use measurements from the E1-B, E1-C or E6-B signal components to dramatically reduce the search space for the time and 

frequency parameters of the E6-C signal. This handover strategy significantly reduces the acquisition search space. 

 

 
Figure 4 - Circular convolution between the ECS and the encrypted E6C signal transmitted by satellite E14 

 

E1 and E6 Handover 

The handover from E1-B/C signals to E6-C enables efficient estimation of both time and frequency parameters for SAS 

processing. First, in the time domain, code phase offset from E1-B provides a reference for locating the RECS in E6-C snapshots, 

applying offsets due to BGD, ionospheric effects, and receiver hardware biases. Second, in the frequency domain, Doppler 

measurements from E1-B are scaled according to the carrier frequency ratio between E1 and E6-C, yielding initial Doppler 

estimates that reduce the frequency search space. The E1 handover process is described in (Fernandez-Hernandez I. , et al., 

2023).  

 

Using E6-B as an auxiliary signal provides an even further refinement of both time and frequency estimates for E6-C acquisition. 

By avoiding inter-frequency biases, particularly those introduced by ionospheric effects, the E6-B handover improves the 

precision of code phase and Doppler measurements compared to relying solely on E1-B/C. Further details are provided in (Terris-

Gallego, et al., 2025). 

 

These strategies collectively reduce the number of search cells required during E6-C acquisition. This optimization minimizes 

the computational load for snapshot correlation and allows the snapshot duration to be shortened, while maintaining high 

measurement accuracy and ensuring robust signal authentication. 

 

 

 

SAS AUTHENTICATION PROCESS 

 

The SAS Receiver implements a comprehensive, multi-layered authentication strategy designed to provide resilience and 

reliability across a wide range of signal conditions and potential threat scenarios. 
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Signal-Level Authentication 

The first layer, signal-level authentication, verifies the integrity of the received E6-C signal by detecting valid correlation peaks. 

Successful acquisition of the encrypted signal indicates that the satellite is authenticated at the signal level, ensuring that the 

received signal originates from a legitimate source. Eq (2) shows the test statistic against a threshold used 𝛾𝑠𝑖𝑔, as per standard 

signal detection theory, and under the assumption that if there is signal correlation, the signal from that satellite is authentic (note 

that the satellite index is omitted for simplicity). Further considerations, such as finding the earliest peak (Winkel, J., et al, 2023) 

to protect against meaconing, are for the moment left out of scope. 

 𝑀𝐴𝑋{𝐹𝐹𝑇(𝑛)}

𝑅𝑀𝑆(𝐹𝐹𝑇(𝑛))
≥ 𝛾𝑠𝑖𝑔 → 𝜉𝑠𝑖𝑔 = 1 (𝑠𝑎𝑡𝑒𝑙𝑙𝑖𝑡𝑒 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒𝑑) 

(2) 

 

Pseudorange Authentication 

The second layer, pseudorange authentication, evaluates the consistency of the range measurements between different carrier 

frequencies. Specifically, the pseudorange measured from the E6-C correlation peak from the RECS, and after removing E1-E6 

biases (𝐵𝐺𝐷) and ionosphere (I), is compared against the corresponding E1 pseudorange measurement, also ionosphere-

corrected, as per Eqs (3), where 𝜌̂𝐸𝑖  is the corrected pseudorange for frequency i, and where satellite indices have been removed 

for simplicity. 

 𝜌̂𝐸1 = 𝜌𝐸1 − 𝐼𝐸1 

𝜌̂𝐸6 = 𝜌𝐸6 − 𝐵𝐺𝐷𝑠𝑎𝑡,𝐸1,𝐸6 − 𝐼𝐸6 

 

(3) 

The difference between these measurements is used as a pseudorange consistency metric, as per Eq. (4). If this metric remains 

below a defined threshold 𝛾𝜌, the pseudorange for a given satellite, is considered authenticated.  

 |𝜌̂𝐸6 − 𝜌̂𝐸1| <  𝛾𝜌 →  𝜉𝜌 = 1(𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑚𝑒𝑛𝑡 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒𝑑) (4) 

 

Position Authentication 

At the final layer, position-level authentication is performed to validate the overall navigation solution. This can be achieved in 

two complementary ways. One approach verifies that all measurements contributing to the E1-based PVT solution are 

individually authenticated via E6-C, ensuring the integrity of the position computation. Alternatively, a separate PVT solution 

can be calculated using only E6-C-authenticated measurements and associated navigation data, which is then compared to the 

E1-based solution, as per Eq. (5). 

 |𝑥⃗𝐸1 − 𝑥⃗𝐸6| = ∆𝑥⃗𝐸1,𝐸6 <  𝛾x → 𝜉x = 1 (𝐸1 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒𝑑) (5) 

 

In both cases, the differences between the solutions are evaluated against a predefined threshold to determine the authentication 

status. This multi-level approach helps the SAS receiver to provides end-to-end signal and position verification, combining 

measurement integrity with position validation. 

 

 

E6-C ENCRYPTION ACTIVATION TEST ON GALILEO E14 
 

On June 4th, 2025, a controlled activation of the Galileo Signal Encryption was performed on satellite E14. The encrypted E6-

C signal was transmitted for a duration of 1 hour and 36 minutes. To validate the SAS chain under operational conditions, a fully 

integrated setup combining the SAS server and the SAS receiver was employed during the E6-C encryption activation on Galileo 

satellite E14. Both the OSNMA-derived keys and the E6-C encryption (formerly called CS, for “commercial service”) traffic 

keys were made available in advance, allowing the generation of RECS and BGD files prior to the transmission of the encrypted 

E6-C signal. The SAS server was deployed in real time, providing the receiver with access to pre-generated authentication data, 

thereby replicating the intended operational mode in which users download RECS and BGD files ahead of signal reception. 

During the activation, the MMARIO receiver simultaneously recorded E6-C snapshots and received OSNMA keys from the E1-

B signal in the Signal-in-Space (EU, 2023). Using the acquired keys, the receiver decrypted the RECS in real time, correlated 

the decrypted sequences with the recorded E6-C snapshots, and computed an authenticated PVT solution. 
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Figure 5 - Test Setup for the 4/6/2025 test, including SAS prototype server (left) and SAS receiver (right)  

 

During this period, the reference receiver (Septentrio MOSAIC) lost tracking on the E6-C signal and automatically switched to 

tracking the E6-B component. This behavior confirmed the activation of encryption on E6-C. Meanwhile, the MMARIO SAS 

receiver continued operating and successfully processed snapshots of the encrypted E6-C signal every 30 seconds. These 

snapshots were correlated with RECS files generated by the SAS server, allowing the receiver to produce authenticated 

measurements.  

 

 

 
Figure 6 - E14 pseudoranges computed with Septentrio MOSAIC receiver and MMARIO SAS receiver 

 

 

Figure 6 shows the results for the test. The red line indicates that, while the signal was encrypted, the SAS receiver was able to 

compute pseudoranges (note that, some time after the E6-C encryption/decryption transitions, the MOSAIC receiver generates 

punctual measurements with an offset, appearing as yellow dots in the figure). Figure 7 zooms into the first encrypted E6-C 

correlations. A bias was observed between the measurements from the MOSAIC and those from the MMARIO SAS receiver. 

This bias is attributed to clock differences, as the two receivers were not synchronized. However, despite the offset, the 

measurements from MMARIO were internally consistent, demonstrating the correct processing of encrypted signals and 

validating the SAS authentication chain. 
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Figure 7 - E14 E6-C encryptions activation 

 

Figure 8 shows the C/N0 values of all observed satellites during the scenario, including the E14 at the time of encryption (note 

that the C/N0 estimation method is different for E14 and the other satellites, which may explain the higher one for E14). The 

correlation was performed using a configuration of Nchip=4, corresponding to 16-ms sequences, with snapshots recorded every 

30 seconds. The KDI was set to 1, meaning the OSNMA key used to decrypt the RECS corresponds to the next subframe after 

the RECS transmission. 

 

 
Figure 8 - E14 CN0 Values from MMARIO SAS Receiver 

 

The results are consistent with nominal performance, validating both the cryptographic integrity of the RECS and the correct 

handling of key transitions during the encryption period. 

 

 

E1 SAS & OSNMA Authenticated Solution 

 
The final authenticated solution obtained by the MMARIO receiver was evaluated in a static scenario, integrating both OSNMA 

and SAS capabilities. In this configuration, the receiver operated in Standard Point Positioning (SPP) mode, continuously 

tracking the Galileo E1 signal and processing navigation data authenticated via OSNMA. Measurement-level and position-level 

authentication were performed using SAS on the E6-C signal. 
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Figure 9 - E1 Authenticated Position Solution Error 

The resulting PVT solution, computed from SAS-authenticated E6-C measurements recorded at 30-second intervals, included 

the encrypted satellite E14 alongside non-encrypted satellites. Despite the mixture of encrypted and open signals, the receiver 

produced a consistent and stable position throughout the scenario. While the combination of one authenticated pseudorange with 

non-authenticated pseudoranges into a single PVT cannot be considered as an authentic PVT, this test is representative of the 

performance to be obtained when all other E6-C signals are encrypted. Therefore, it demonstrates the successful integration of 

SAS within the receiver’s processing chain and validates the effectiveness of the authentication logic at both the measurement 

and position levels.  

 

The results confirm that the receiver can reliably combine OSNMA and SAS data to generate an authenticated navigation solution 

under realistic operational conditions. Therefore, this test provided a valuable real-world confirmation that the RECS generated 

using pre-disclosed cryptographic material matched the encrypted signal transmitted by E14 and the OSNMA keys received via 

E1-B. These results are complemented by those performed in parallel under UAB lead and reported in (Terris-Gallego, et al., 

2025).  

 

 

CONCLUSIONS AND FURTHER WORK 

This work has presented the development and early validation of a complete software and hardware solution for real-time position 

authentication using Galileo SAS. Within the framework of the MMARIO project, we have successfully designed and 

implemented the end-to-end authentication chain, including the generation of RECS, secure distribution via the SAS assistance 

server, correlation with live E6-C encrypted signals, and multi-level authentication at both the measurement and position levels. 

The SAS-capable receiver was able to combine OSNMA-authenticated E1 navigation data with SAS-authenticated E6-C 

measurements, producing consistent and stable PVT solutions even when mixing encrypted and non-encrypted satellites. 

Experimental results using live encrypted signals therefore confirm the feasibility and robustness of the SAS approach in realistic 

operational conditions. 

Future work will include testing different SAS configurations, such as varying RECS lengths and randomization settings. 

Validation campaigns using multiple encrypted satellites will allow assessment of full multi-satellite PVT accuracy. 

Additionally, resilience to spoofing attacks will be evaluated under controlled and realistic conditions, and further environmental 

testing will explore performance in kinematic scenarios and under degraded or challenging conditions.  
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