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ABSTRACT

Malicious attacks such as spoofing are a significant concern within the Global Navigation Satellite System (GNSS)
community. The European Galileo program is actively developing new services to bolster the resilience of these
systems, as outlined in (Fernandez-Hernandez et al., 2018). These services include Open Service Navigation Message
Authentication (OSNMA), which offers authentication for navigation bits, and Commercial Authentication Service
(CAS), designed to encrypt the spreading code chips. Similar concepts are being applied in Chips-Message Robust
Authentication (CHIMERA) for Global Positioning Sytem (GPS).

In this paper we focus on Assisted Commercial Authentication Service (ACAS), which is currently under definition
(European Commission, 2020b). It uses the Timed Efficient Stream Loss-tolerant Authentication (TESLA) keys
supplied by OSNMA via the E1-B signal to re-encrypt specific fragments of the encrypted E6-C signal, referred to
as Re-Encrypted Code Sequences (RECSs). These RECSs are then made accessible in the GNSS Service Centre
(GSC). Once a compatible receiver downloads them, it can decrypt these fragments using the corresponding key and
then correlate them with the broadcasted E6-C signal. If this process results in a correlation peak, the signal can be
authenticated under certain conditions.

To enhance the probability of detecting this correlation peak, the proposed nominal operating mode for ACAS entails
using the estimates provided by E1-B to reduce the uncertainty associated with the E6-C signal, given that these
fragments are only accessible at specific predefined instants. This approach enables the receiver to accurately predict
the locations of these fragments. The alignment between the E1-B and E6-C signals is of utmost importance for
this operational mode. To assess it in a real-world context, a series of real datasets were captured using a low-cost
Software Defined Radio (SDR) platform based on bladeRF. This platform enabled the synchronous acquisition of
samples from both E1-B and E6-C bands. Additionally, the performance of ACAS in terms of acquisition-level
probability of detection has been evaluated across various RECS lengths. This evaluation serves as a valuable tool
for choosing the configuration of a receiver’s hardware and as a performance reference for practical implementations.

The content of this article does not necessarily reflect the official position the authors’ organizations. Responsibility for the information
and views set out in this article lies entirely with the authors.
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I. INTRODUCTION

From the original Commercial Service (CS) of Galileo, the European GNSS, several new services have emerged. The
recently launched OSNMA in E1-B provides an affordable way to authenticate the Position, Velocity and Timing
(PVT) using a Navigation Message Authentication (NMA) scheme (Fernandez-Hernandez et al., 2016). On the
other hand, the High Accuracy Service (HAS), currently being deployed in E6-B, enables Precise Point Positioning
(PPP) worldwide by providing orbit, clock and bias corrections (Gutierrez, 2021). These “added-value” services were
intended to be offered for a fee, but they have been finally supplied for free (Fernandez-Hernandez et al., 2023a).

A third service, known as CAS, which implements Spreading Code Encryption (SCE) in E6-C, is currently being
developed by the European Commission (EC) (European Commission, 2020b). As the name implies, it provides
protection at chip-level by encrypting the spreading codes that form the GNSS signals, which allows a greater level
of protection against malicious attacks such as spoofing, which has been the subject of many analysis (Scott, 2003;
Pozzobon et al., 2010; Humphreys, 2013). Together with the OSNMA, it aims to offer a fully secure solution for
authenticating the PVT. To achieve this without modifying the Galileo signal plan, an assisted mode known as ACAS
has been proposed (European Commission, 2020a).

In this mode, the service selects specific fragments of the encrypted E6-C signal to be broadcasted and provides them
as files, along with timestamps and other relevant information, in the publicly accessible GSC. These fragments,
known as Encrypted Code Sequences (ECSs), are then re-encrypted using the (yet to be disclosed) TESLA keys used
by OSNMA in E1-B, which results in RECSs. This allows any user’s receiver to operate in standalone mode for the
duration of the pre-downloaded data (i.e., the RECSs files), without the need to store any secret keys. Once the
E6-C signal is broadcasted, the user’s receiver captures snapshots at the times when the downloaded fragments are
expected to be present. Subsequently, when the corresponding keys are disclosed in the E1-B signal, the receiver can
decrypt the stored RECS and perform correlation with the pre-recorded snapshots. If a correlation peak is detected
and certain conditions are met, the signal can be successfully authenticated (Fernandez-Hernandez et al., 2023b).

An example of how ACAS operates from the receiver’s perspective is shown in Figure 1. The rate at which the
RECSs become available (and consequently, when the ECSs are accessible) is specified by the RECS Period. In
this particular scenario, where each TESLA key (in a hashed form) is employed to decrypt a unique RECS, the
RECS Period aligns with the duration of an OSNMA I/NAV frame (30 seconds), which is the frequency at which
the keys are disclosed in the E1-B signal. Alternative configurations may also be considered, where each key is used
to decrypt multiple RECSs (Terris-Gallego et al., 2022b; Fernandez-Hernandez et al., 2023b). The duration of these
ECSs, typically lasting for a few milliseconds, is determined by the RECS Length.

<+ OSNMAI/NAV (30 s) —>,

TESLA TESLA
Received E1-B (SIS) Key K Key K
J j+1
RECS
Database
RECS; RECS;;
Decrypted RECS
(local replica) BES? ECSjn
Received E6-C R R
ECS; ECS;
(pre-recorded) J G
; RECS Period RECS Length

Tsnapshot,j Tsnapshot,j+1

Figure 1: ACAS receiver schematics, where each TESLA key obtained from the E1-B signal is used to decrypt a unique
RECS, previously downloaded by the receiver. The resulting ECSs are used to perform the correlation with the pre-recorded
snapshots of E6-C samples. The duration of the snapshots (Tsnapshot ) may differ for each period depending on the configuration.
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In the ACAS framework, the non-periodic nature of the encrypted E6-C signal can significantly reduce the probability
of detecting the Received Encrypted Code Sequences (ECS®s), depending on the specific configurations of the RECS
parameters (Terris-Gallego et al., 2022a). To address this challenge, the proposed nominal operating mode for
ACAS leverages the estimates provided by E1-B, specifically the code phase and Doppler frequency, to mitigate the
uncertainty associated with the E6-C signal. This approach enables the receiver to precisely determine the locations
of these fragments (Fernandez-Hernandez et al., 2022).

The initial analysis of the ACAS (Terris-Gallego et al., 2022a,b) was undertaken as part of the EC-funded Precise
and Authentic User Location Analysis (PAULA) project (European Commission, 2020b), which was responsible
for defining the service. This analysis highlighted the advantages of this approach and provided implementation
guidelines, particularly concerning acquisition methods, along with various simulated data results. To validate its
feasibility in real-world scenarios, we have designed a cost-effective SDR platform using bladeRF. This platform,
extensively described in (Terris-Gallego et al., 2023), allows for the synchronous acquisition of both E1-B and E6-C
samples.

Synchronicity plays a pivotal role in the nominal operating mode of ACAS, as it depends on achieving accurate
alignment between the E1-B and E6-C estimates. This alignment is crucial for streamlining the acquisition process
to just a few correlations, as depicted in (Fernandez-Hernandez et al., 2022). The outcomes obtained using our
platform confirm this alignment and facilitate the characterization of their relationship.

It is worth noting that the E6-C signal is currently broadcasted unencrypted, so the RECS need to be emulated for
testing purposes. To do so, we have implemented a software that first acquires the E6-C secondary code and then
performs a coherent integration for the required 1-ms primary spreading codes.

The rest of this paper is structured as follows: Section II provides an overview of the ACAS nominal operating mode,
emphasizing the acquisition process and summarizing the key service aspects. Section III offers a brief overview
of the low-cost SDR platform used to synchronously acquire E1 and E6 samples, along with details about the real
datasets obtained from the current open signals. In Section IV, a preliminary evaluation of ACAS performance using
the previously mentioned datasets is presented. Finally, Section V the paper’s concluding remarks are provided.

II. GALILEO ACAS NOMINAL OPERATING MODE
1. Implementation

Setting aside cryptographic considerations that the interested reader can find in (Fernandez-Hernandez et al., 2023b),
an ACAS receiver needs to tackle with the non-periodicity of the E6-C encrypted signal and the fact that only some
fragments (i.e., the ECSs) of the received signal will be available to perform the correlation, once the local replicas (i.e.,
the downloaded RECSs properly decrypted by their corresponding TESLA keys once disclosed) become available.
Furthermore, ACAS is intended to work by default in snapshot mode.

Therefore, the receiver should first determine the starting time and the duration of the snapshot to be recorded, in
order to ensure that it includes the desired ECS. Without any further assistance, a straightforward search for these
fragments (with a duration of some milliseconds typically) within the whole recorded snapshot (that can last for
several seconds depending on the uncertainties) lead to a poor probability of detection in the acquisition, as detailed
in (Terris-Gallego et al., 2022a).

That is why the nominal operating mode for ACAS relies on measurements obtained from the E1-B signal, as
the receiver is expected to already track this signal for obtaining the corresponding TESLA keys from OSNMA.
Nevertheless, this exhaustive search that relies only in the E6-C component can be useful in some cases, e.g., for
threat mitigation purposes in post-processing, as detailed in (Terris-Gallego et al., 2022b; Winkel et al., 2023).

Since the E6 signal is aligned to the E1 signal, the time reference obtained from E1-B can be used to determine
the starting point of the E6-C snapshot. In (Terris-Gallego et al., 2022a), different modes for obtaining this time
reference are proposed.

Furthermore, thanks to the E1-B estimates, encompassing the code phase delay and the Doppler frequency, the
search space for the E6-C signal can be significantly reduced. As depicted in (Fernandez-Hernandez et al., 2023b),
just a few samples may suffice to perform the correlation in most cases, which allows increasing the probability of
detection of the corresponding RECS and, such, the probability of authenticating the signal, which is the ultimate
goal of ACAS. A block diagram of the operating nominal mode for ACAS is shown in Figure 2.
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Figure 2: ACAS nominal operating mode schematics.

A detailed analysis of the ACAS implementation and the threat mitigation analysis is performed in (Winkel et al.,
2023).

2. Acquisition Procedure

While the acquisition procedure details and implementation issues have already been discussed in (Terris-Gallego
et al., 2022b) and (Fernandez-Hernandez et al., 2023b), this section provides a concise summary of the essential
concepts. This serves to provide additional rationale for the simulations and results presented in Section IV.

Each of the RECS files downloaded by the receiver stars with a header that defines the parameters of the service,
the most relevant of which are summarized in Table 1:

Table 1: Main ACAS parameters.

Notation Description

Lstart Start time.

TRECS RECS Period.

Nchips Number of chips per RECS.

ORECS Initial offset between the start time and the first RECS.
ATmax RECS maximum random delay.

Thanks to the time reference obtained from the E1-B, the receiver could be synchronized with the Galileo System Time
(GST). Therefore, the snapshot start time at the receiver for each satellite £ and period j, denoted tfnapshot_stam >
can be determined by the offset drrcs, and the corresponding propagation delays and satellite/receiver clock offsets,

in addition to the inter-frequency time biases between E1 and E6 signals, as detailed in (Fernandez-Hernandez et al.,
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2023b). Except for the initial predefined RECS offset and the receiver clock one, which is applicable to all periods
and satellites, the rest of parameters is specific to each satellite, and are included in the parameter denoted as 6*.
Denoting as GST; the second associated to the j-th period, the snapshot start time is given by:

k k
tsnapshot—start,j = GST] + 5RECS +4 (1)

As defined in (European Commission, 2021), the position of the ECS in a given RECS period can be randomized,

for each satellite and period, by means of the random delay parameter, denoted as ATJk. Since this parameter is

unknown at the time the receiver records the snapshot, the receiver must consider the maximum value this delay can
attain, which is defined by the RECS maximum random delay described in Table 1.

Therefore, the snapshot end time for the k-th satellite and j-th period is given by:

ténd,j = tftart,j + ATpax + TRECS (2)

where Trecs = N%ps is the length of the RECS/ECS, being Ncpips the number of chips of the RECS, and R, =
5.115 - 108 the chip rate for E6-C.

In order for the snapshot to capture the ECSRs for all the satellites, the snapshot duration should be extended to
account for the minimum and maximum values that the offset §¥ can reach, as detailed in (Fernandez-Hernandez

et al., 2023b). In practice, considering the range of values of A7yax, the snapshot can last a few seconds. This is an
aspect that needs to be considered regarding the storage capacities of the receiver.

In Figure 3, the receiver acquisition procedure is illustrated.

tk tk tk tk
snapshot-start,j acq-start,j snapshot-start,j+1 acq-start,j+1
< TRECS i TRECS R
R R
E6-C ECSH ECst,
¢ T > < > < . > - >
AT,- TRrecs AT]-H TRrecs
> < > <
5ur certa:inty 5ur certqinty
Acq. window ECS; ECS;
- - > - -
Tiq Tuq
4 4

Figure 3: Receiver acquisition schematics.

Once the TESLA key corresponding to the RECS of the j-th period is disclosed, the receiver can calculate this random
delay and subtract the associated offset A7¥. This enables to obtain the start time of the acquisition window, which
determine the samples of the snapshot will7 be used for the correlation. Under ideal conditions, as the E6 signal is
aligned to the E1 signal, the length of acquisition window will be exactly the size of the ECS.

However, in practice, this alignment is not perfect, and some uncertainty need to be considered. This is due basically
to the inter-frequency time bias between both bands, which includes the ionosphere effects, the Broadcast Group
Delay (BGD) and the hardware differences. This uncertainty is denoted as 5§ncertaimy for the k-th satellite. Hence,
the length of the acquisition window for the k-th satellite is given by:

Talfcq = TRECS + 5\’jncertainty (3)
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The alignment between E1 and E6 offset is then crucial for the ACAS acquisition, since basically define the uncertainty
to be considered by the receiver. In practice, considering just a few samples of uncertainty is sufficient to obtain a
successful correlation in E6-C from the E1-B estimates, as depicted in (Fernandez-Hernandez et al., 2023b).

Once established this uncertainty, the receiver can perform the correlation of the samples of the acquisition window
with the local replica (i.e., the decrypted RECS) and obtain the Cross Ambiguity Function (CAF). Typically, this
implies a bi-dimensional search performed in the acquisition for both the time and frequency domains. However, as
the E6-C Doppler frequency can be estimated from E1-B considering the carrier frequency ratios of both bands:

fas = faa ;’f (4)

where fAdﬂ- and f.; are, respectively, the Doppler frequency estimates and carrier frequencies for the Ei-th band
(i ={1,6}).

Therefore, in the ACAS nominal operating mode, the frequency search can be generally omitted, and acquisition
search is reduced to only the time domain.

Finally, if the (absolute or squared) maximum value of the CAF exceeds a given threshold (typically predefined for
a given probability of false alarm), the signal is considered detected and, under some circumstances, it could be
considered authenticated (Terris-Gallego et al., 2022b).

III. LOW-COST SDR PLATFORM

To perform a preliminary evaluation of ACAS using the existing Open Signals, a low-cost SDR platform has been
developed. The real datasets obtained with this platform are then processed with a custom MATLAB simulator to
obtain the required estimates, which allow to establish a recommended configuration for the main service parameters.

1. Platform Description

The SDR platform developed is based on bladeRF micro boards from Nuand, whose specifications fulfills the require-
ments to test the ACAS acquisition performance. A detailed description of this platform is provided in (Terris-Gallego
et al., 2023). Next, we summarize the most relevant features.

In order to acquire samples of both bands synchronously, two bladeRF boards are connected to the same multi-
band antenna and share a common external reference. A Oven-Controlled Crystal Oscillator (OCXO) is used in our
case, but a more affordable Temperature-Controlled Crystal Oscillator (TCXO) can also be used. This prevents the
mismatches that may arise from using different clock sources. Alternatively, if no external clock is available, the
internal clock of the master board can be used for the slave board, to ensure that both boards use the same reference.
The schematics of the platform are shown in Figure4, and the prototype used is shown in Figure 5.

J51 Tem

bladeRF (XA4)
(master)

Droteck Antenna
(multiband E1-E6)

USB3

—

REF_IN

Computer

USB

s
Splitter , [DCBlock

J51 Test Points

bladeRF (XAS5)
(slave)

USB3

REF_IN

Figure 4: Low-cost SDR platform schematics.
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Figure 5: Low-cost SDR platform prototype.

The boards can be configured using the bladeRF’s official library as in (Terris-Gallego et al., 2023), or using a
compatible API like SoapySDR. The synchronized acquisition of E1 and E6 samples is achieved by connecting the
J51 test points of both boards, and executing, in the order shown, the commands of Table 2. In the example shown,
200 million samples would be recorded.

Table 2: Synchronization commands using the bladeRF’s official library.

Board Command

master rx config file=snapshot_master_e6.bin n=200M timeout=10s
master trigger j51-1 rx master
slave rx config file=snapshot_slave_el.bin n=200M timeout=10s
slave trigger j51-1 rx slave

master trigger j51-1 rx fire

If the timeout option is omitted, a timeout of 1 second is used by default. This is typically enough when the
commands are automated in a routine, but if the if the commands are executed manually, a timeout error is reported
if the trigger on the master board is executed more than one second later than the slave receiver’s configuration
command. In such case, a larger timeout can be configured, as shown in Table 2.

It is worth noting that the configuration of the synchronization feature is not reported in the official Nuand’s
documentation, but has been inferred from a similar feature available in other boards of the same manufacturer.

2. Real Datasets using Existing Open Signals

The real datasets used in this paper were obtained in a rural area with clear-sky scenario. The recording spot is
located near Girona (Spain), at a latitude of 41°59’35” N (41.9932) and a longitude of 2°47°43” E (2.7954). To emulate
scenarios with lower carrier-to-noise ratios, the antenna was covered under building blocks of wood or concrete with
different set-ups. The specific data for each dataset used are summarized in the Table 3.
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Table 3: Information about the real datasets used in the paper.

Dataset ID Recording Date/Time Duration Sampling rate

D1 2023-04-12 11:54 (GMT) 8 seconds 20 MHz
D2 2023-04-14 14:21 (GMT) 3.2 seconds 20 MHz

The sky plots of visible Galileo satellites for the recorded datasets with an elevation not lower than 20° are shown in
Figure 6 and Figure 7, which has been obtained with the web tool “GNSS-Radar” (http://taroz.net/GNSS-Radar.
html). In Table 4 and Table 5 we list these satellites with their corresponding azimuth and elevation. The orbital
and technical parameters for the Galileo satellites can be found in (European GNSS Service Center, 2023).

NW NE NW NE

SW SE SW SE

Figure 6: Visible Galileo satellites for dataset D1. Figure 7: Visible Galileo satellites for dataset D2.

Table 4: Nominal Galileo satellites in dataset D1.
Table 5: Nominal Galileo satellites in dataset D2.

SVID Azimut Elevation

SVID Azimut Elevation
E02 310.1° 48.7°

EO01 295.6° 57.20
El1l 81.8° 65.0°

E13 42.9° 58.2°
E18 61.62 48.8°

E18 286.3° 36.6°
E22 147.7° 67.6°

E21 180.8° 60.4°
E24 113.4° 24.3°

E26 248.4° 61.6°
E25 75.19 77.0°

It is worth noting that both SVID 18 and SVID 22 are auxiliary Galileo satellites, which have been omitted hereafter
for our analysis. All the datasets of real samples recorded with the SDR platform used for this paper can be
downloaded from https://spcomnav.uab.es/resources/acas_datasets.

1395


http://taroz.net/GNSS-Radar.html
https://spcomnav.uab.es/resources/acas_datasets

IV. PRELIMINARY EVALUATION OF GALILEO ACAS

In this section we provide a preliminary evaluation of the Galileo ACAS using the existing open signals. Indeed, the
current E6-C signal is broadcasted unencrypted and, hence, is a periodic signal. It is a pilot signal composed by
1-ms primary spreading codes, tiered with a known secondary code of 100 1-ms symbols (European Union, 2019).

Therefore, in order to evaluate the impact of the RECS length, we need to perform the equivalent coherent integration
time by accumulating the required 1-ms primary spreading codes of E6-C open signal. Technically speaking, the
definition of the RECS length may not be an exact multiple of 1-ms blocks, but the difference could be neglected for
this preliminary evaluation.

Currently, this involves performing a secondary code acquisition on E6-C to obtain the corresponding Secondary
Code Index (SCI) and proceed with the coherent integration. It is worth noting that this will not be required once
the E6-C signal will be encrypted.

1. C/Ny Estimation

To evaluate the ACAS performance in different scenarios, we first perform an estimation of the carrier-to-noise-
density ratio of the E6-C signal for the snapshots recorded with the SDR platform. The estimator used is the
following non-coherent post-correlation estimator presented in (Seco-Granados et al., 2012) and proposed in (Borre
et al., 2022) for snapshot receivers:

1o, - Rnc (7207 fd,o) By, — Tint.conF2P
= (5)
NC

NO (ﬂnt,cths)2 P - RNC (”A_Oa fd,O)

where Rnc (%07 fd,()) is the value of the (non-coherent) CAF for the estimated code phase delay 7y and the estimated

Doppler frequency f;,o, B, is the receiver noise equivalent bandwidth, Tin¢ con is the coherent integration time, Fj is
the sampling rate, and P is an estimate of the input signal power.

The non-coherent CAF can be expressed as:

Ny—1

Rnc(r.f) = 5 O [Ro(r fib)P (6)
k=0

where Ny is the number of non-coherent integrations and Rc the (coherent) CAF.

This estimator includes a pre-correlation estimate of the noise power, and therefore is less sensitive to the errors
in the code delay and Doppler frequency estimation that typically occurs in acquisition stage, which makes other
traditional estimators less suitable for snapshot receivers.

As pointed out in (Lépez-Risuefio and Seco-Granados, 2005), this estimator exhibits a good performance when the
probability of acquisition is high, that is, for large C/Ny ratios or for large integration times. Indeed, under such
conditions, it shows a bias smaller that 1 dB and the variances becomes very close to the Cramer-Rao Bound (CRB).

In Table 6 and Table 7 we show the C/Ny estimates of the E6-C signal for all the visible satellites found in the real
datasets used. The SCI for E6-C is also indicated, as it will be later used to emulate the required length for the
RECS. The satellites selected for the preliminary evaluation are highlighted in red.
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Table 6: Estimates for dataset D1. Table 7: Estimates for dataset D2.

SVID C/No SCI SVID C/No SCI
E02 48 dB-Hz 20 EO01 43 dB-Hz 12
E11 43 dB-Hz 24 E13 42 dB-Hz 12
E24 35 dB-Hz 13 E21 40 dB-Hz 12
E25 43 dB-Hz 23 E26 45 dB-Hz 13

As expected, both the C'/Ny and SCI estimates are consistent with the position of the visible satellites for each
snapshot, where the lower C/Ny’s generally correspond to lower elevations. It is worth noting that, due to the
non-uniformity of the blocks covering the antenna, some satellites could exhibit different attenuations than expected
with respect to their specific elevation.

2. Results — E1-E6 Alignment

In this section, we analyze the alignment of both E1 and E6 estimates, which is of key importance for the ACAS
nominal operating mode, as it allows to reduce the acquisition search space. A first analysis of this alignment was
conducted in (Terris-Gallego et al., 2023), for open-sky scenarios with high C'/Ny larger than 45 dB-Hz.

The goal of this analysis is to check the consistency of these estimates, for different C'/Np’s and RECS lengths. To
accomplish this, a MATLAB simulator has been developed, which divides these snapshots into smaller chunks to be
processed individually. For each of these chunks, the simulator obtains the estimates from the E1-B signal (code
phase and Doppler frequency), which will be used to perform the acquisition for the E6-C signal in a reduced search
space. The length of the acquisition window considered for this preliminary analysis is of 20 samples, even if fewer
samples could be envisaged.

Next, we compare the estimates obtained in the E6-C with the ones obtained from E1-B, by computing the difference.
The difference obtained in samples is then converted to the equivalent in meters, in order to obtain the Range Error

(RE), which is calculated follows:
cor. R
RE = £ [ (0.1 o e~ TO,G} [m] (7)

where Fj is the sampling rate, Nscode is the number of samples in a primary spreading code of E6-C (20.000 in our
case), and Ty ; is the estimated code phase delay in samples for the Ei-th band. That is, a difference of one sample
corresponds to a Range Error of approximately 15 meters, at the sampling rate used.

In Table 8 we detail the relationship of the figures with respect the satellite/dataset used in each case.

Table 8: E1-E6 alignment results.

Figure No. Dataset ID SVID Estimated C/Ng Num. chunks *

Figure 8 D2 E26 45 dB-Hz 500
Figure 9 D2 E21 40 dB-Hz 500
Figure 10 D1 E24 35 dB-Hz 200

* Number of chunks processed for the given snapshot (1 chunk = 16 ms)

The obtained distribution in histograms exhibits, as expected, a non-centered Gaussian-like shape, which variance is
related to the sample Additive White Gaussian Noise (AWGN). A Gaussian curve (in red) is fitted to the experimental
data (in blue) to interpolate the mean and variance for each case. It is worth noting that no ionospheric correction
is applied.
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Figure 8: E1-B vs E6-C code phase evolution for SVID 26 in dataset D2 using RECS of 1 and 2 ms.
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Figure 10: E1-B vs E6-C code phase comparison for SVID 24 in dataset D1 using RECS of 8 and 16 ms.

In Table 9 we summarize the results obtained regarding the code phase estimates comparison. The recommended
RECS lengths are highlighted in red, according to the obtained variance, considering a 30 < 15 meters (corresponding
to 1 sample at the sampling rate used).

Table 9: Summary of results of E1-E6 code phase (range error) comparison.

Estimated C/No RECS Length Estimated variance

45 dB-Hz ~ 1ms c=50m
45 dB-Hz ~ 2 ms c=38m
40 dB-Hz ~ 2 ms c=8T7m
40 dB-Hz ~ 4 ms c=36m
35 dB-Hz ~ 8 ms c=55m
35 dB-Hz ~ 16 ms c=47Tm

3. Results — ROC Curves

To assess the performance of the acquisition we compute the Receiver Operating Characteristic (ROC) curves
(Fawcett, 2004), which compare the probability of detection, denoted Pp, against the probability of false alarm,
denoted Ppa, for a given C/Ny. This probability of detection depends mainly on the C/Ny of the received signal
and the length of the local replica used (Borio, 2008) which, for ACAS, is determined by the number of chips used
for the RECS.

To compute the ROC curves, each recorded snapshot is divided in chunks of 16 milliseconds. For each chunk, the
MATLAB simulator obtains the required acquisition metric (taking the maximum value from the squared CAF) and
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finally plots the corresponding curve for a given satellite. To emulate the alternative hypothesis (i.e., the absence of
signal), the signal read from the snapshot is multiplied by a random binary sequence that does not correspond with
the actual Pseudo-Random Noise (PRN) sequence of the satellite analyzed.

The results are shown in Figure 11, where different configurations have been used, using the previously selected
satellites of the real datasets D1 and D2 (see Table 8). The curves correspond to the results obtained with ACAS
nominal procedure, i.e., reducing the acquisition search space to just a few samples (20 in our case), thanks to the
estimates obtained from the E1-B signal.
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Figure 11: ROC curve for a selection of satellites visible in real datasets selected (on the right, zoomed version for Pp > 0.9).

As we can observe, just a 1-ms RECS for C/Ny = 45 dB-Hz, 2-ms RECS for C/Ny = 40 dB-Hz and 8-ms RECS
for C/Ny = 35 dBHz will suffice to obtain a Pp > 0.95 for a Pra ~ 1072, For lower probabilities of false alarm,
doubling at least the size of the RECS will be required (~ 2 ms for C/Ny = 45 dB-Hz, ~ 4 ms for C/N, = 40 dB-Hz
and 16 ms for C'/Ny = 35 dB-Hz), which matches the recommendations stated previously in Table 9.

V. CONCLUSION

As detailed in (Fernandez-Hernandez et al., 2023b), the ACAS will be the first service based on the Commercial
Service that will provide authentication for the ranging codes. It is an ‘assisted’ mode since it uses the OSNMA
TESLA keys available on the E1-B signal to implement an authentication mechanism that prevents storing any secret
key in the receivers. It has also the advantage of using the current signal plan of Galileo, including the E6-C pilot
component that will be encrypted when the service starts operating.

The fact of using two frequency bands allows the compatible receivers use the estimates provided by E1 to perform
the acquisition on the E6-C signal with very low resources, as just a few correlations may suffice to authenticate
the signal. To validate the proof-of-concept of this nominal operating mode envisaged for ACAS, presented in
(Fernandez-Hernandez et al., 2023b), a low-cost platform based on bladeRF boards have been developed, which
allows acquiring both E1 and E6 samples synchronously. As described in (Terris-Gallego et al., 2023), this platform
allows to compare the estimates (specifically the code phase delay and the Doppler frequency) of both bands and
corroborate the assumptions which ACAS is based on.

Furthermore, the real datasets obtained with this platform has been used to characterize the probability of detection
of the acquisition peak by means of the ROC curves, for different C/Ny scenarios. That allows to determine
the minimum required length for the RECS to be used in each case, which complements the preliminary analysis
performed with synthetic data (Terris-Gallego et al., 2022b). These results have been obtained using the existing
open signals, emulating RECSs by using the required number of coherent integrations on the E6-C signal to match
the RECS Length. Such results should be validated once the E6-C component become encrypted.

Finally, it may be beneficial to explore additional scenarios, especially those involving reduced carrier-to-noise density
ratios, such as indoor environments. In situations where C'/Ny is significantly lowered, it might be necessary to
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consider multiple combinations of RECSs, achieved through coherent or non-coherent integration of sequences across
various RECS Periods. A preliminary analysis was conducted in (Terris-Gallego et al., 2022a) and (Terris-Gallego
et al., 2022b), but remains an open point to be further investigated.
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