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Abstract: Galileo Assisted Commercial Authentication Service (ACAS) is an assisted signal authen- 12
tication capability under development by Galileo, designed to enhance robustness of the European 13
Global Navigation Satellite System (GNSS) against malicious attacks like spoofing. It operates by 14
providing information about some fragments of the unknown spreading codes in the E6-C signal. 15
Unlike other approaches, ACAS uniquely employs Timed Efficient Stream Loss-tolerant Authenti- 16
cation (TESLA) keys provided by Open Service Navigation Message Authentication (OSNMA) in 17
the E1-B signal for decryption, avoiding the need for key storage in potentially compromised re- 18
ceivers. The encrypted fragments are made available to the receivers before the broadcast of the E6- 19
C signal, along with their broadcast time. However, if the receiver lacks an accurate time reference, 20
searching for these fragments—which typically last for milliseconds and have periodicities extend- 21
ing to several seconds—can become impractical. In such cases, the probability of detection is se- 22
verely diminished due to the excessively large search space that results. To mitigate this, initial es- 23
timates for the code phase delay and Doppler frequency can be obtained from the E1-B signal. Nev- 24
ertheless, the alignment between E1-B and E6-C is not perfect, largely due to the intrinsic inter- 25
frequency biases they exhibit. To mitigate this issue, we can leverage auxiliary signals like E6-B, 26
processed by High Accuracy Service (HAS)-compatible receivers. This is a logical choice as E6-B 27
shares the same carrier frequency as E6-C. This could help in obtaining more precise estimates of 28
the location of the encrypted fragments and improving the probability of detection, resulting in 29
enhanced robustness for the ACAS authentication process. This paper presents a comparison of 30
uncertainties associated to the use of the E1-B and E6-B signals, based on real data samples obtained 31
with an ACAS evaluation Software Defined Radio (SDR)-based platform. The results show the ben- 32
efits of including E6-B in ACAS processing, with minimal implementation cost. 33
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Spoofing represents a significant concern within satellite navigation, as it can manip- 37

ulate the location information of any GNSS receiver. The recent launch of OSNMA [1], 38
provided free-of-charge by Galileo, has emerged as a pivotal development in this domain 39
by offering authentication of the navigation message. To complement this encryption at 40
data (symbol) level, Galileo is currently testing a new service known as ACAS, a proposal 41
ditions of the Creative Commons At-  Of CAS aimed at providing protection at signal (chip) level. For this purpose, ACASisbased 42
tribution (CC BY) license (https://cre-  ON the E6-C Galileo signal, whose spreading codes are anticipated to be encrypted soon. 43
ativecommons.org/licenses/by/4.0/). Galileo ACAS is currently being renamed to Galileo SAS (Signal Authentication Service), 44
but we will still refer to ACAS for the rest of this paper. 45
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The operation of ACAS, detailed in [2], can be divided into two parts. From the system
side, segments of the encrypted E6-C, called Encrypted Code Sequences (ECS), are re-en-
crypted using TESLA keys from OSNMA in the E1-B signal. These Re-Encrypted Code Se-
quences (RECSs), along with other information needed for PVT computation, are stored on
a public server like the GNSS Service Center (GSC) before the Galileo signals are broadcast.

On the receiver side, the user downloads the necessary RECS files from the server to
operate autonomously for a desired period. When the E6-C signal is broadcast, the receiver
captures a snapshot around the expected ECS time, which can be determined from the RECS
file headers. Once the TESLA key is released in the E1-B signal, it is used to decrypt the
RECS and obtain the ECS, which serves as a local replica for correlating with the recorded
E6 samples. If the ECS is detected during acquisition, the user can authenticate the received
signal, given certain conditions are met [2]. Figure 1 shows receiver’s side ACAS operation.

OSNMA I/NAV (30 s)

Received E1-B (SIS) ) . PK]”

RECS
Database
(memory)

Received E6-C
(pre-recorded)

Snapshot j ' Snapshotj+1 ' ' Snapshotj+2 '

Figure 1. Illustration of ACAS operation: in this example, each TESLA key decrypts a single RECS,
so the periodicity of the RECSs (and thus the ECSs) is 30 s, matching the duration of one I/NAV
subframe. The superscript ‘R’ on the ECS indicates the received ECS, which is corrupted by noise,
distinguishing it from the original ECS obtained by decrypting the downloaded RECS.

This approach facilitates the computation of an authenticated PVT without modifying
Galileo’s current signal plan or requiring the receiver to store any secret key [3]. However,
as discussed in [4], providing only specific fragments of the E6-C signal to the receiver re-
quires optimizing the detection of the ECS. Given the non-repeating nature of the encrypted
E6-C signal, the search for a small fragment -RECS are expected to last only a few millisec-
onds- within large snapshots could result in poor detection capabilities.

Having an accurate time reference to align the broadcast time of the ECS/RECS with
the samples recorded by the receiver allows for minimizing the snapshot size. Without such
precision, the snapshot duration must be extended to account for time reference uncertainty
[4]. To avoid reliance solely on the receiver clock, the nominal operating mode of ACAS is
expected to use the E1-B signal to infer an accurate time reference, as this signal is already
used to obtain the required TESLA keys. This can be achieved by using PVT computed from
the E1-B signal or from the transmit GST contained in E1-B samples [5]. This method as-
sumes the E1-B signal is trustable; however, in the event of a spoofing attack that compro-
mises this assumption, additional safeguards must be considered, as analyzed in [6].

The E1-B signal is also employed in the proposed ACAS authentication process pro-
posed [2]. This mechanism uses the trusted ranging signal (E6-C) as an anchor for another
signal from the same satellite (E1-B for the ACAS nominal mode). If the difference between
the measurements to the anchor and the other signal falls below a predefined threshold, an
unauthenticated measurement may be deemed trustworthy and usable for PVT [7].
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However, the alignment between the E1-B and E6-C components is not perfect, primar-
ily due to inter-frequency biases. Consequently, using the E6-B signal instead of, or in addi-
tion to, the E1-B signal for ACAS could help to reduce the authentication threshold and yield
more precise estimates. This aspect is further analyzed in Section 2.

Nevertheless, the use of E6 extends beyond refining the authentication process. It could
also be used to obtain a sufficiently accurate time reference using the E6 snapshot recorded
by the receiver, provided that the required TESLA keys for decrypting the RECS can be
accessed through an alternative channel (e.g., a remote server). This approach would permit
the avoidance of processing the E1-B signal, enabling the use of simpler, single-frequency
receivers for ACAS. The E6-B assisted snapshot mode for ACAS is analyzed in Section 3.

The results that support the preceding analysis are detailed in Section 4, using real data
snapshots acquired via a custom-built evaluation platform for ACAS, which is described in
[8]. Finally, the paper's conclusions are presented in Section 5.

2 Detecting Galileo ACAS Sequences Using Handover from E6-B

The non-repeating nature of E6-C has important implications for the receiver. Without
further assistance, the acquisition search space could be prohibitively large. This is why, in
ACAS, the use of an auxiliary signal is assumed, which helps to reduce this search space.
The natural choice for this auxiliary signal is the E1-B component, as it is the signal that
provides the TESLA keys required for the RECS decryption. Indeed, the ACAS specification
outlines the corresponding E1-E6 BGD files, which are made available at the GSC along with
the companion RECS files. These resources that can be effectively leveraged by the receiver.

Therefore, in a nominal ACAS operation, the receiver would take advantage of the
measurements provided by E1-B —specifically, the code phase delay and the Doppler fre-
quency, denoted 7z and fzp, respectively-to derive the measurements estimates for E6-
C, denoted Zpgc.1p and fyeeprp, respectively. These estimates can be obtained by adding
the corresponding offsets between E1-B and E6-C signals:

Trec-e18 = Te1B T Opec-E1B (1)

frec1s = faip + Afeecrn ()

The difference in Doppler frequency measurements between the two bands is mainly
determined by the ratio of their carrier frequencies, denoted f,; for the i-th band [4]:

= fere
Afesce1s = fep (C_ -1 3)
f cE1l
The offset in code phase measurements between the two bands has three main contrib-
utors: satellites bias or Broadcast Group Delay (BGD), ionospheric effect, and hardware bias,
denoted 8BS0y 5, ieno,. o and SEWE o respectively. Such offset can be expressed as [2]:

N _ SBGD Siono SHWB
Oec-E1B = Or6c-E1B T OR6C-E1B T OR6C-E1B 4)

Notably, the ionosphere also affects frequency estimation, as specified in (3), but this
impact depends on the rate of change of TEC over time, not its absolute value [4].

In an ideal scenario, transitioning from the E1-B to the E6-C would provide to the re-
ceiver the exact location of the ECSR in the recorded snapshot. However, in practice, due to
the ionospheric and multipath effects, in addition to the potential errors in the previous es-
timates, the receiver must account for an uncertainty. This will define the search space for
the Cross Ambiguity Function (CAF) during the acquisition. The number of search cells will
be the product of the cells needed for both the code phase delay and Doppler frequency.

Nevertheless, the Doppler search can generally be avoided, and using the Doppler bin
provided by the E1-B measurement should suffice. This results in computing only a limited
number of cells in the time domain due to code phase delay uncertainty, denoted Ar,,,. An
example is shown in Figure 2 for the case of the code phase delay measurements.
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Figure 2. Measuring the code phase in E6-C using handover from E1-B measurement. The instant 2
to indicates an arbitrarily initial time used by the receiver for computing the delays.

(e8]

Using the E6-B component as the auxiliary signal further reduces the uncertainty asso-
ciated with E6-C measurements. This does not require additional hardware within the re-
ceiver, as E6-B shares the same frequency as E6-C. The main advantage of using E6-B over
E1-B is that a handover from E6-B does not involve any inter-frequency biases, leading to
more precise estimates, particularly in relation to the ionosphere contributions. This is de-
picted in Figure 3. Indeed, the term Af, ., rsc-gsp can be neglected in practice, as differ-
ences, if any, are likely only due to different processing of different of the E6-C and E6-B. 10
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Figure 3. Estimating E6-C code phase and Doppler frequency from E1-B and E6-B estimates. The 12
figure is not to scale and x; = (t;, f;) represents the code phase delay and Doppler frequency bins 13
used for acquisition. In practice, searching in the frequency dimension may be unnecessary. 14

The accuracy of these estimates has a direct impact on the authentication mechanism 15
used in the nominal operating mode of ACAS. Specifically, the measurement is considered 16
authenticated only if the difference between the code phase delay measured on E6-C and 17
the code phase delay estimated for E6-C from E1-B is lower than a predefined threshold, 18

denoted ¥, [2]. The same applies for the code phase estimated from E6-B: 19
|Teec — Trecpip] < Vaun — Measurement authenticated (5)
|Teec — Trec-pop! < Vaunn — Measurement authenticated (6)

Since the threshold depends on the characterization of the error contributions in the 20
estimation process, it becomes evident that using an estimate of E6-C from E6-B could 21
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facilitate a reduction in the threshold (v, < Vaum) , thereby enhancing the authentication
mechanism. A comparison of the code phase delays estimated from E1-B and E6-B is pre-
sented in Section 4. The results provided corroborate the analysis discussed previously.

3 Snapshot Positioning using E6-B

The main goal of ACAS is to authenticate the PVT, but the specific method of obtaining
this PVT will vary depending on the receiver’s implementation. In the nominal operating
mode of ACAS, the E1-B signal can be used to obtain the PVT, which could subsequently be
authenticated with E6-C if the corresponding ECS is found where expected. Such an ap-
proach could yield high accuracy in position determination, as the receiver will be tracking
the E1-B signal. However, this method requires the use of dual-frequency receivers that pro-
cess both E1-B and E6-C signals and account for the inter-frequency biases between them to
accurately estimate the code phase delay and Doppler frequency, as discussed in Section 2.

However, single-frequency ACAS receivers can be considered if the E6-B signal is used
instead of E1-B. In this approach, it is assumed that the TESLA keys required to decrypt the
RECS are provided through alternative means (i.e., remote server) rather than through pro-
cessing E1-B. With this setup, the receiver could rely on the snapshot of E6 samples it records
to compute the PVT, as this snapshot would contain both E6-B and E6-C components.

Snapshot positioning entails certain nuances compared to the conventional “acquisi-
tion & tracking” approach, such as peak interpolation and block-wise implementation. For
more details, see Chapter 9 of [9]. The accuracy of the PVT derived from the snapshot largely
depends on the snapshot size and the carrier bandwidth, which, for E6-B, is substantial —
approximately 10 MHz two-sided bandwidth for the main lobe.

3.1 E6 Snapshot Size

The size of the E6 snapshot is critical for the accuracy of snapshot-based positioning in
ACAS. This size is mainly influenced by two factors: the RECS configuration and the accu-
racy of the time reference available at the receiver. According to the latest ACAS specifica-
tion [10], RECS parameters affecting snapshot size include the number of satellites being
tracked and the chosen randomization settings. Since RECS are provided per satellite, more
satellites require a larger snapshot size to account for variations in propagation delays and
satellite clock offsets. For Galileo, propagation delays span about 20 ms. Depending on ran-
domization parameters, the ECS may be transmitted at the specified broadcast time or de-
layed by a few milliseconds. Considering these factors, snapshot sizes typically range from
25 to 150 ms. Table 1 illustrates snapshot sizes for various ACAS configurations.

Table 1 Examples of snapshots sizes for different ACAS configurations. The definition of the pa-
rameters RAND and KDI can be found in the latest ACAS specification published (v1.2) [10].

RECS length RAND KDI Snapshot length
4 ms 0 0 ~25ms
4 ms 0 2 ~50 ms
16 ms 1 0 ~100 ms
16 ms 1 2 ~ 150 ms

3.2 Comparison of E1-B tracking with E6-B snapshot acquisition accuracy

Depending on receiver processing, the accuracy from the limited E6-B snapshot sam-
ples may be lower than that from continuous E1-B signal tracking. However, from an ACAS
perspective, the accuracy provided by E6-B snapshot acquisition may be sufficient for many
applications, where an authenticated solution is more important than precise PVT.

Next, we provide a preliminary analysis of the expected accuracies from both ap-
proaches. For continuous tracking of the E1-B signal, we refer to the simplified model in (7).
The selected parameters are typical for a conventional commercial receiver: 0.1 chips for
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early-late spacing, 40 dB-Hz of C/N,, and 1 Hz for DLL bandwidth (see Chapter 4 of [9]).
The K factor measures the sharpness of the correlation curve relative to a Binary Pulse Shift
Keying (BPSK) signal. For Binary Offset Carrier (BOC) (1,1) processing of E1-B, this factor is
3. The chip period T, is about 1 us for E1-B [11], with ¢ representing the speed of light. A
refined model is discussed in Chapter 5 of [12], which offers a general expression for the
thermal noise code tracking jitter for a noncoherent Delay Lock Loop (DLL) discriminator.

BDLL dE—L
opL = cT; zm ~ 0.5 [m] ()

For snapshot acquisition on E6-B, the Cramer-Rao Lower Bound (CRLB) for time delay
estimation can be applied (see Chapter 3 of [13]). This sets a lower bound for the variance of
time delay using Maximum Likelihood Estimation (MLE), which is equivalent to the esti-
mation of the code phase delay by comparing the received signal with all possible delay 10
values during the receiver’s acquisition stage. This bound depends on the Signal-to-Noise 11
(SNR) ratio at the correlators output, given by the C/N,, the coherent integration time used 12
for the correlation (Tj,,), and the quadratic mean square bandwidth (Gabor or Mean Square 13
bandwidth, B,). Thus, the ranging accuracy for snapshot positioning can be expressed as: 14

1
> ,— 8
Gsnp =€ 2 C/NO Tint Bms [m] ( )

Alternative approaches can be considered to derive specific expressions of the CRLB 15
for the GNSS signals (see Appendix D of [14] ). Table 2 shows the achievable accuracies for 16
different combinations of snapshot sizes and C/N,’s ratios, assuming 10 MHz receiver 17

N U1 B W N =

bandwidth that enables the capture of the entire main lobe of the E6-B signal spectrum. 18
Table 2 Maximum code phase delay accuracies attainable for various E6 snapshot sizes. 19
Snapshot size C/N, Accuracy (0gpp)

25 ms 45 dB-Hz 0,7 m

25 ms 40 dB-Hz 1,3m

50 ms 40 dB-Hz 09 m

100 ms 40 dB-Hz 0,6 m

100 ms 35 dB-Hz 1,1m

150 ms 35 dB-Hz 0,9 m
20

In the absence of data symbols, non-coherent integration is required for E6-B, resulting 21
in some square losses compared to coherent integration. However, these losses are negligi- 22
ble for the C/N, values in this analysis and primarily affect indoor scenarios. Nonetheless, 23
the accuracy remains comparable to that of a DLL, mainly due to the high Gabor bandwidth 24

of the E6-B signal. 25
4 Results 26
4.1 Evaluation Platform and Test Samples 27

To support the theoretical analysis presented in previous sections, we next provide 28
results using real data samples obtained with a custom-built evaluation platform de- 29
signed specifically for ACAS. This platform employs bladeRF Software-Defined Radio 30
(SDR) boards from Nuand, which meet the specifications necessary to evaluate the ACAS 31
performance. A comprehensive description of this platform can be found in [8]. The real 32
datasets used in this study comprises two snapshots of samples (E1+E6) recorded syn- 33
chronously with the evaluation platform. The recording spot was a rural area located near 34
Girona, Spain, at a latitude of 41°59’35” N (41.9932) and a longitude of 2°47°43” E (2.7954). 35
Two datasets are used in this paper, as shown in Table 3. 36
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Table 3 Information about the real datasets used in the paper.

Dataset ID Recording Date/Time Duration Sampling rate
D1 2023-02-20 16:54 (GMT) 10 seconds 60 MHz
D2 2023-04-14 14:21 (GMT) 3.2 seconds 20 MHz

4.2 E6-C vs E6-B Code Phase Delay Comparison

The initial results analyze the alignment of code phase delays, which is crucial for the
ACAS nominal operating mode. This alignment reduces the acquisition search space and
affects the authentication process. The dataset used (D1) was collected in a clear-sky sce-
nario with an estimated C/N, of at least 45 dB-Hz. Snapshots from the SDR platform are
processed with a custom MATLAB simulator to obtain estimates for E6-C and the auxil-
iary signal (E1-B or E6-B). The snapshots are segmented into smaller chunks for individual
processing, where acquisition is performed for the required RECS length to obtain code
phase delay and Doppler frequency estimates. These estimates are averaged for statistical
analysis. Here, 10-second snapshots are divided into 2000 chunks of 4 ms each.

Since the E6-C signal is currently broadcast unencrypted, the dataset snapshots cap-
ture the existing periodic pilot open signal, which consists of 1-ms primary spreading
codes tiered with a known 100-symbol, 1-ms secondary code [15]. Therefore, it is neces-
sary to emulate the RECS. This is done by first acquiring the secondary code on E6-C to
determine the Secondary Code Index (SCI) for each satellite. Then, a conventional acqui-
sition method is used, coherently integrating the required 1-ms primary spreading codes
to obtain the desired RECS length, set to 4 ms, which has been shown to provide high
detection probabilities in most clear-sky scenarios [16].

The results are shown in Figure 4, showing the code phase delay differences between
E6-C and E1-B (a) and between E6-C and E6-B (b). As expected, the distributions exhibit
a Gaussian-like shape, with variance related to the sample’s thermal noise. For E6-C vs.
E1-B, the Gaussian is non-centered due to inter-frequency biases, while for E6-C vs. E6-B,
there is no bias. A Gaussian curve (in red) is fitted to the experimental data (in blue) to
interpolate the mean and standard deviation for each case.
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Figure 4. Histograms of the code phase delay difference between E6-C and the auxiliary signal
using dataset D. (a) E1-B vs E6-C; (b) E6-B vs E6-C.

4.3 E6-B Snapshot Code Phase Delay Estimation

The subsequent results focus on estimating the ranging accuracy from processing
snapshots of E6-B samples. The dataset used (D2) was recorded under clear-sky condi-
tions with the antenna covered by concrete blocks to simulate different C/N, levels. As
in Section 4.2, the snapshots are processed with a custom MATLAB simulator, but, in this
case, they are divided into smaller segments of the required sizes, as shown in Table 2.
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For each segmented snapshot, the code phase delay is estimated. As expected, owing
to the Doppler frequency effect, the code phase delay estimates exhibit a linear trend over
time. This trend line is subtracted from the estimates to obtain an estimation of the ranging
accuracy by estimating the standard deviation of the interpolated Gaussian distribution.

p=0m AN p=0m
o=16m 00 it c=12m

Probability

Probability

(b) (©

Figure 5. Code phase delay estimates histograms, after removing the trend line, using E6-B snap-
shots of different lengths and C/N,’s. (a) 25 ms, 45 dBHz; (b) 25 ms, 40 dBHz; (c) 50 ms, 40 dBHz.

The results are shown in Figure 5. The standard deviations estimated for ranging
accuracy are consistent with the CRLBs in Table 2. The slight discrepancies may arise to
factors like non-ideal filters in the SDRs or the method used to estimate of ranging accu-
racy, achieved by removing the trend line from the code phase delay estimates, which
may not precisely reflect the disparity between the estimated and true measurements.

5 Conclusions

Galileo ACAS offers an effective method for authenticating ranging signals by encrypt-
ing the E6-C signal. A key feature is the use of an auxiliary signal to speed up RECS detec-
tion, crucial for ACAS's nominal operation. While the E1-B signal remains the default choice,
adding signals like E6-B could enhance future ACAS receivers' robustness without adding
significant complexity. The E6-B signal, already present in the samples that receivers must
record, also avoids inter-frequency biases, offering a way to improve ACAS authentication.

The results of this study, based on real data samples, highlight the advantages of using
E6-B for ACAS as an additional verification layer and for receivers relying solely on the E6
signal, provided TESLA keys are accessible through alternative channels instead of the E1-
B signal. E6-B could also aid Vestigial Signal Search (VSS) techniques crucial for detecting
spoofed signals during attacks. Further research is needed to explore the potential benefits
of integrating E6-B, ensuring ACAS remains secure and reliable against evolving threats.
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