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ABSTRACT

GNSS is a key element for a wide range of applications in our daily lives. Mass-market applications such as sports tracking or user
guidance, liability-critical applications such as banking and telecommunication time synchronization, and safety critical services
such as aviation and automotive-related solutions, all rely on GNSS. The huge growth experimented during the last decade puts
GNSS in the target of attackers.

The Galileo program is complementing the Galileo Open Service with Navigation Message Authentication (OSNMA) and providing
signal authentication through the Commercial Service signals. These new services will be able to provide added protection to the
current GNSS applications. Nevertheless, these features will require the users to implement new algorithms to exploit them. In this
context, the European Commission launched the Navigation Authentication through Commercial Service-Enhanced Terminal
(NACSET) project aiming at researching and implementing different techniques to detect and mitigate thus improving the resilience
at user-level.

In the frame of the NACSET project, a user terminal has been developed based on a high-end multi-GNSS receiver that is able to
track E1/L1 and E6-B/C signals for data and signal protection. The terminal is equipped with a set of resilience techniques. Among
these techniques, this paper focuses on an anti-replay technique protecting against zero-delay Secure Code Estimate-Replay (SCER)
attacks based on the analysis of the unpredictable symbols from OSNMA cryptographic data.

This paper firstly describes the NACSET project and its aim. Secondly, the theory of Anti-replay protection is explained from the
point of view of a receiver, and anti-replay techniques based on OSNMA are introduced. Then, we describe the SCER simulator
developed to assess the performances of the technique. To conclude, an attack is defined and performed with the SCER simulator
over a real receiver. The results with and without OSNMA replay protection are presented and explained, and some conclusions of
the experiment are derived.

INTRODUCTION

The Navigation Authentication through Commercial Service-Enhanced Terminals (NACSET) project aims at evaluating different
techniques to exploit Galileo authentication services (OSNMA and Commercial Authentication Service) in the next generation of
resilient receivers, and integrate them with receiver-based resiliency checks. NACSET has developed a resilient User Terminal that
can integrate Galileo authentication services with specific equipment such as IMUs, barometers and high-performance clocks to
support standalone spoofing detection techniques. In order to provide the PVT resilience thanks to assisted authentication, the project
includes a Synchronization and Authentication Server (SAS). This module is the responsible for providing assisted navigation and
signal authentication capabilities to the User Terminal as well as accurate time synchronization. For the distribution of the
cryptographic information, such as the Commercial Service keys and OSNMA information, a dedicated Key Management Simulator
is also developed to emulate all the required interfaces [1].

The focus of this paper is to present the implementation and results of a specific technique aimed to protect against signal replay
attacks. This technique is based on previous theoretical work ( [2], [3]) on the anti-replay protection capabilities of a GNSS signal
containing Navigation Message Authentication (NMA) data. Throughout this paper the theoretical details of the technique will be
presented alongside the actual implementation in NACSET user terminal, ending with a performance assessment done with a
simulator specifically developed for this purpose.

ANTI-REPLAY PROTECTION

If a GNSS signal stream contains data that is authenticated, a spoofer can only alter the pseudorange measurements to spoof the
receiver position. This attack falls under the category of signal replay attacks. In order to protect pseudoranges from replay attacks,
the pseudoranges can include authentication features. Ideally, these authentication features can be implemented at spreading-code
level. However, if the data modulated includes unpredictable symbols, this unpredictability can be also exploited against replay
attacks. The level of protection offered by data/symbol unpredictability, as opposed to spreading code measures, has been a subject
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of debate in the GNSS literature. While some references consider both data and code level as almost equally effective under certain
conditions [4], others consider data-level measures as very limited.

One of the novel features of the User Terminal is the inclusion of anti-replay protection measures based on the unpredictability bits
of NMA data present on a GNSS signal, as introduced in [5].

Some cryptographic information included in the GNSS data stream is unpredictable for a real-time attacker. For this reason, an
attacker has to estimate this unpredictable data. The case we will assess in this paper in the case of a zero-delay SCER attack [5] in
which the spoofer transmits a signal replica that is perfectly aligned with an already tracked true signal. In this case, the NMA
unpredictable bits, encoded into unpredictable symbols, can be considered as ‘security codes’ as per the nomenclature of [5], and the
attacker needs to estimate them on the fly, as described in [6]. Therefore, a zero-delay SCER attack consists of estimating and
reproducing the original signal with zero, or negligible, delay, to take control of the tracking loop. Once the attacker has the control,
it starts to delay the signal in order to forge the receiver PVT solution.

The NMA solution taken as reference for this implementation is the Galileo Open Service NMA (OSNMA) protocol proposed in [7].
This service is to be included in the navigation information transmitted on the Galileo E1-B signal (I/NAV). I/NAYV data is structured
in frames every 750 seconds, composed by 25 subframes of 30 seconds duration each. Every subframe is divided into fifteen 2-
second pages, each of which contains one word and some other fields [8]. All the data is convolutionally encoded and interleaved,
to prevent data errors. The convolutional code has a ratio of 1/2, which means that it returns twice the input data. In each of the two
subpages of a 2-second page, there are 120 data bits, and at the end of this conversion function we obtain 240 encoded symbols.
After adding at the beginning the 10-symbol pattern needed for synchronization, the 250 symbols are transmitted through the SIS.
Every satellite has his own spreading code of 4092 bits (or chips). Each symbol transmitted is modulated by one spreading code
array, which means that the 4092 modulation chips are transmitted per symbol.

While standard receivers perform continuous signal correlation, the idea behind the technique proposed in this work is to perform
partial correlations using different subsets of the signal chips on every symbol to be able to detect the imperfect estimation in case
of an attack [3]. The high-level concept behind this technique is to detect correlation losses in the parts of the symbols the spoofer
is estimating incorrectly due to the lack of information. The purpose of these methods is to perform correlations in different parts of
the unpredictable symbols of the signal and compare them with the predictable data correlations. The chips are stored until the
symbols are authenticated by the navigation message authentication mechanism and the analysis of the partial correlation is
performed to detect a possible attack:
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Figure 1 — Anti-replay technique high-level processing
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OSNMA UNPREDICTABLE SYMBOLS

This section presents the structure of unpredictable symbols in the OSNMA message. Galileo OSNMA is transmitted in 40 of the

240 data bits of each 2-second page of the Galileo E1-B I/NAV signal. Precisely, there are included only in the odd page, as shown
in Figure 2.
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Figure 2 — I/NAV 2-second page

The OSNMA data is sent in two different sections: the HKroot (Header and Root Key) section, containing the Digital Signature
Messages (DSMs); and the MACK (MAC and Key) section which contains Message Authentication Codes (MACs) and related
symmetric cryptographic keys, later disclosed, as per the OSNMA GNSS adaptation of the TESLA (Timed Efficient Stream Loss-
Tolerant Authentication) protocol [5]. The DSMs cannot be considered unpredictable because they are repeated over time. This DSM
field is transmitted in 8 bits, included in the 40 bits of the OSNMA. The MACs and keys are transmitted in the remaining 32 bits,
which we will consider within this paper as unpredictable. This is a simplification of the actual symbol unpredictability rate but does
not alter the conclusions. Other considerations may be taken into account, such as considering the last bits of the keys and some
MAC information as predictable, as explained in [2].

Another field sent in the I/NAV pages that should be also taken into account to determine the position of the unpredictable symbols
is the Cyclic Redundant Check (CRC), used to detect possible information losses in the Navigation Data caused by noise in
transmission channels. A CRC is included in each page of the I/NAV Galileo message, broadcast in the E1B signal. This CRC is
calculated from that page block of data, providing redundancy information. The 24 bits of the CRC used in the E1B signal are also
included in the odd subpage, as OSNMA bits. As earlier stated, 32 bits are considered unpredictable due to their cryptographic
content. Assuming that the other data of the page could be fully known in advance, the CRC calculation is done using unpredictable
and predictable information. To calculate the CRC code, an attacker needs all the navigation data bits. If these 32 bits are considered
unknown by an attacker, then, the CRC code included could be considered a priori as unknown too. When those 32 unknown bits
are estimated by the attacker, the CRC calculation could be done successfully.
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9|17(25|33|41|49|57| 65| 73| 81| 89| 97|105|113
10| 18| 26| 34| 42| 50| 58| 66| 74| 82(90| 98| 106|114
11| 19| 27| 35| 43| 51| 59| 67| 75| 83( 91| 99|107|115
12| 20( 28| 36| 44| 52| 60| 68| 76| 84| 92| 100| 108| 116
13| 21| 29| 37| 45| 53| 61| 69| 77| 85(93| 101| 109|117
14| 22( 30| 38| 46| 54| 62| 70| 78| 86( 94| 102| 110| 118
15| 23( 31| 39| 47| 55| 63| 71| 79| 87| 95| 103| 111|119
16| 24( 32| 40| 48| 56| 64| 72| 80| 88| 96| 104| 112|120

Figure 3 — I/NAV odd subpage
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Figure 3 shows the 120 bits of an odd subpage of the I/NAV navigation data. The yellow bits are considered a priori unknown
(OSNMA and CRC bits). Each CRC bit depends on 220 bits of the /NAV E1B Galileo page (except the ‘Reserved 2’ and the ‘Tail’
fields, see [8]). Because only 32 of these 220 are unpredictable, an attacker will have only 32 unknown values in the CRC equations.
Each of the 24 equations of the CRC is as follows:

CRCn = g(bnl,bnz, ,bnlgs) + f(bul,buz, ,bugz) (1)

where n is the index of the CRC bit, bn is each known bit and bu is each unknown bit. Each CRC equation could be written as the
addition of two functions, one depending on the unknown bits (f()), and the other depending on the known bits (g()). In order to
determine the CRC bits, the attacker needs the value of all navigation data bits. That makes the 24 bits of the CRC dependent of
OSNMA bits.
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Figure 4 — I/NAV convolutional

The convolutional diagram of the E1B Galileo signal shown in Figure 3 can be given by the following equations:
San-1= by + byq+ by2+ by 3+ by (2)
Son = bn + bn_z + bn_g + bn_s + bn—6 +1

where s is each output symbol (s,,-; is G1 and s,, is G2), b is each data bit (b,, is the input bit) and n is the index of the data bit
(from 1 to 120). After the convolutional process, the output of the system for the 120 input data bits is 240 symbols. The entropy of
the signal will not be increasing by the convolutional code, and only one symbol for each unpredictable bit is considered as
unpredictable, the other symbols having redundant information. That means that there are only 56 unknown symbols. Nevertheless,
136 symbols contain information about the unpredictable bits, 76 output symbols of the unpredictable bits, and 60 output symbols
of the CRC.
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Figure 5 — I/NAV encoded symbols
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All the output symbols calculated from an unknown are considered unknown. For that reason, from the 32 unknown bits of the
OSNMA field, 76 is the number of the unknown symbols, 64 due to an unknown bit as convolutional input and 12 due to an unknown
bit in a convolutional register. Because the convolutional diagram has 6 registers and 2 output for each input, an input bit will affect
the following 12 outputs symbols. The same with the 24 unknown bits of the CRC, 60 unknown symbols are generated.

After convolutional encoding, the symbols are interleaved inverting the transmission of the matrix 8 rows x 30 columns shown in
Figure 4. After the reception of the first 28 symbols (from 1 to 217), the attacker has received 16 unknown symbols:

[Ss7 Ses S73 Sg1 Sso So7 S105 S113 S121 S169 S177 S1ss S193 S201 S200 S217) (3)

With these 16 symbols, the attacker has 16 equations with the 56 unknown values. With the previous 24 CRC equations, now the
attacker has 40 equations. After the reception of the following 30 symbols (from 225 to 218) the adversary has received 16
unknown symbols more:

[Sss Se6 S74 Ss2 Soo Sog S106 S114 S122 S170 S178 S186 S194 S202 S210 S218) 4)

With these 16 unknown symbols more, the attacker has 16 equations more, which means, 56 equations and 56 unknown values.
Now the attacker has the capacity of decode all bits of the subpage, and from them, code all the symbols of the subpage. For that
reason, only the first 32 unknown symbols can be considered as unpredictable. After broadcasting 58 symbols the whole page can
be known. This means that after 232 ms added to the computation time needed to resolve the equations, all the symbols broadcast
could be considered as predictable. In order to develop Anti-replay techniques, it necessary to focus on the first 32 unknown
symbols transmitted, including CRC symbols.

To sum up, the Anti-replay technique should focus on the first 32 unpredictable symbols to be certain of its unknown behavior for
an attacker.

IMPLEMENTATION

In this section the actual implementation of the technique will be presented. The NACSET User Terminal (UT) consists on two main
modules: the hardware receiver and an external software module installed in a laptop PC. The technique is implemented in the
external software module as part of the Authentication Engine of the UT. This Authentication Engine the outputs of the technique to
a PVT engine which is in charge of computing the resilient position.
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Figure 6 — User Terminal (UT) Architecture

The receiver is in charge of sending the signal samples and the navigation to the PC, which includes the Anti-replay module and the
OSNMA client to perform the data authentication. Then the Anti-replay module is in charge of conducting the partial correlations of
the signal to detect the attack. Two different detection metrics have been implemented in the receiver. These detection metrics are
obtained from [3]. The two selected for this implementation are the following:

o Partial correlation analysis

e C/Ng estimation

These techniques compare the beginning and the end samples of each unpredictable symbol. In normal behavior, a SCER may
estimate wrongly the first chips of each unpredictable symbol, while the last part of the symbol will be practically predictable. The
following techniques draw conclusions from comparing both values. By., (k) and B,,,(k) are the partial correlations of the
beginning and end of each unpredictable symbol k, after removing the sign of the symbol.

The partial correlation analysis consists on computing the average of the difference between the beginning and end partial correlation
of the symbols:

2 ks Boeg () = Beng ()| ©)

where N, is the number of unpredictable symbols used in the technique and k is the number of chip samples stored to make the
correlation. If the value is high, it means the receiver may be under an attack. One could argue that an attacker could also degrade
the samples at B4 intentionally, in order to avoid any difference in the correlation with B,,.,. However, the receiver can take random
intervals at the end of the symbol, or samples from predictable symbols, forcing the attacker to degrade the signal continuously, with
an appreciable effect in the receiver. The second of these methods is based on using a traditional Narrowband-Wideband Power Ratio
(NWPR) estimator to estimate the C/No values at the beginning and at the end of each symbol. The NWPR is calculated based on the
ratio of wideband power to its narrowband power.

NBP

NP = —
WBP

6)

where NP is the normalized power between the narrow-band power (NBP) and wide-band power (WBP). They are calculated from
the partial samples of the begging and the end of each unpredictable symbol:

WBP = (32, 1B.(k)I?) @

NBP = (|ye, B.(0)|) (®)

where B, (k) is even the beginning (B4 (k)) or the end of the symbol (B.n4 (k)). The C/No partial estimations results are calculated
the code integration time in seconds (T,,y):
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v 1 NP-1
C/No = 10 logso (7 v=v5) ©)
At last, we compare the beginning with the end, a high value will mean an attack is being conducted:
|C/N0beg - C/Tvo\end| (10)

Both methods work independently and are included in the Anti-replay module. However, the result of the anti-spoofing check should
be sent to the receiver logic. This result informs the receiver whether it is being spoofed or not. The Anti-replay technique in the
Anti-replay module needs therefore to define a threshold in order to conclude a result for the receiver.

The software accumulates the correlation values of N, symbols and stores them in a sliding window to be analyzed. The size of the

window is a configurable number defined by the user. With these stored values, in the implementation described in this paper, the
software calculates the mean i and the standard deviation o:

N
Zi:oxi
N

N — )2
o= [H=eD (12)

where N is the number of values stored in the sliding window and x; is each value of the partial correlations/C/Ng estimations
difference. With these two values, the technique defines a dynamic threshold for each satellite.

Threshold = x|+ o (13)

To calculate this threshold, the software needs as many samples as possible. If their mean overtakes the defined threshold several
times, then the technique concludes that a spoofed signal is present. The size of the sliding window defines the number of times that
the mean has to overtake the threshold, to avoid false alarms. This number is also configurable by the user. Other techniques based
on a fixed threshold defined by statistical analysis, as proposed in [3], can be also used.

SCER ATTACK SIMULATION

In order to assess the performances of the technique and due to the fact that OSNMA is not yet transmitted by in the SIS, a SCER
attack simulator has been developed. The SCER simulator has been designed aiming to test the Anti-replay tool behavior against
real-time spoofing attacks. The simulator is able to generate the signal Galileo E1B, including the OSNMA service. It aims to simulate
the scenario where a zero-delay SCER attack is being conducted. To do this, it generates two perfectly aligned signals simultaneously:
one reproduces the behavior of the true signals coming from satellites, and the other reproduces the signal from the spoofer that tries
to accomplish the attack. Like in a real zero-delay attack, signals have to be aligned and, usually, the power of the spoofed signal
will be higher than the real one. At the beginning of the scenario, only the real signal is been transmitted. Later, after a configurable
time, the spoofing signal starts. The scenario will follow three steps to accomplish the attack:

¢ Initial phase: only the simulated signal of the satellites is transmitted. In this initial phase there is no spoofer trying to carry
out an attack, which means that the Anti-replay method output should report “no spoofing”, and any different output is
considered a false alarm.

e Attack phase: the spoofed signal invades the scenario with a higher power than the real signal. This signal is perfectly
aligned with the real one, simulating a theoretical zero-delay attack. Since this moment the Anti-replay method should
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inform that the receiver is being spoofed. The detection time is calculated from the beginning of this phase to the first
“spoofing” message sent by the Anti-replay technique.

e Forged phase: after achieving to force the receiver to loss the lock on the real signal, the spoofer starts modifying the position
of the receiver. If the Anti-replay does not inform the receiver that it is being spoofed, then it will calculate the spoofed
PVT, which means that the attack is being reached.

Figure 7 shows the development of these three steps. The gray line represents the real signal coming from the satellites, while
the red line represents the spoofed signal.
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Figure 7 — Attack simulation
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The SCER simulator consists of two elements: the software module and a software-defined radio (SDR) platform. The software
module generates Galileo E1 signal, and has the capacity of generating two signals at the same time. The parameters of both signals
can be configured in an XML file. The module writes the signal in a binary output file with a configurable sampling frequency.

The E1-B data bits containing the OSNMA are generated by the CSDemo platform [9]. Furthermore, the simulator needs a RINEX

file version 3 [10] of the simulation day. It is important that the RINEX contains information about the satellites of the scenario, to
estimate their orbits.

broadcasting

L 4

Software module

1Q samples file

Figure 8 — SCER simulator

For each signal, the position can be configured as static or dynamic. For a dynamic behavior of the position, a CVS file is needed,
and for a static behavior only WGS84 coordinates are needed. Usually, the signal coming from the transmitter has higher power than
the real signal, with the purpose of being the signal tracked by the receiver. That different of power between both signals is also
configurable as a parameter.

As studied in some previous references [5] [2] [11] [3], in a zero-delay attack the spoofed signal needs some time to estimate the
value of each unpredictable symbol. This time varies depending on several factors, but the main one is the state of the input signal
coming from satellites. In particular, C/No has a direct influence on the probability of the successful estimation of the symbol. Every
m set of samples has a probability of error in the estimation (p,,.(m)). This probability depends on the sampling period T, the
number of samples integrated by the spoofer m, and the carrier to noise plus interference density ratio as seen by the spoofer
(C/(No + 1))

Perr(m) = 5 erfc(\/mT, C/(No + 1)) (14)
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The number of sets of samples multiplied by the sampling period is the duration time interval used by the spoofer to estimate the
symbol. The SCER simulator includes this error probability in the chips of the spoofer signal and depending on the C/No of the real
signal by performing a logarithm approximation of the (14) formula. Principally, this Carrier-to-noise density ratio depends on the
distance between the spoofer and the satellite, because of the free space losses and the atmospheric absorption. However, an advanced
spoofer may compensate these losses with additional hardware, as for example directional antennas, and higher values need also to
be considered.
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Figure 9 — Error probability function

Figure 6 shows an example of the behavior of the error probability of the chips of the spoofed signal for two different C/No
conditions observed by the spoofer. Only the first 200 chips are shown as after, the probability is very low, just to show the impact
of different signal conditions over the imperfect estimation efficiency. Both C/Ng values of the figure are illustrative, they are the
maximum and the minimum of the satellites included the test scenario that is going to be presented in the following sections.

TEST SCENARIO AND CONFIGURATION

A dedicated testing campaign to validate both the SCER attack implementation and the effectiveness of the protection technique has
been conducted. The first step was to identify an independent COTS receiver to compare the results with respect to the NACSET
User Terminal. The selected receiver is a u-Blox M8T which supports Galileo E1 and GPS L1 amongst other constellations.

An Open Sky scenario has been defined to test the anti-replay technique with both detection metrics previously explained. The signal
conditions and satellite availability observed by both the user and the spoofer can be seen in Figure 10.
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Figure 10 - C/Ng values during the scenario

Figure 10 shows the C/No development during the scenario, including the difference of power at the beginning of the attack.

The scenario begins at the Time of Week (TOW) 297626 seconds. After 240 seconds the attack phase starts and the spoofing transmits
its signal. The spoofed signal has 1 dB/Hz more of power than the real signal. The spoofed signal has error chips at the beginning of
each unpredictable symbol. These errors are random, but depend on the error probability function explained previously. Table 1
shows the configuration of the detection technique, 32 symbols are accumulated for the partial correlations of the first (and last) 50
chips and the results are analyzed over a sliding window of 20 seconds.

Table 1 — Technique configuration

Parameter ‘ Value

Unpredictable symbols | 32

Chips to be correlated 1600 (50 per
symbol)

Sliding window 20s

For the test setup, the UT is used to test the performance of the implemented anti-replay technique and the COTS receiver is used to
test how a mass-market receiver without any anti-replay protection behaves receiving the signals generated by the SCER simulator.
The selected COTS receiver is a U-Blox M8T which supports Galileo E1 and GPS L1 amongst other constellations. A HackRF One
has been used as a SDR to radiate the signal both to the UT and to the COTS receiver.
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RESULTS

A dedicated testing campaign to validate both the SCER attack implementation and the effectiveness of the protection technique has
been conducted. First of all we can see the impact of the SCER attack simulated on the COTS receiver. When the spoofed signal
starts the graphical interface shows an increase in the power of the satellites which are been tracked, concretely 1 dBHz more, as
configured in the SCER simulator. Furthermore, the PVT previously computed by the receiver starts deviating in a linear way which
indicates that the attack has been successful.

S
AE4m

Figure 12 — U-Blox GUI computed position

Now, we will present the same scenario broadcasted to the UT to assess the performance of the two anti-replay metrics. Figure 13
depicts an example of the errors in the estimation of the symbol sign observed at the beginning of the symbol, for some random
symbols, in order to illustrate the behavior of the simulated attacker. Figure 13 displays the first 1000 chips of an unpredictable
symbol for several satellites. Green means that the chip has been estimated correctly by the spoofer, and red that the estimation has
been unsuccessful. As the error probability function depends on the power of each satellite, the lower the C/No, the higher the error
probability. Hence, the satellites received with less power, are sent by the spoofer with more errors in the unpredictable chips.
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Figure 13 — First chips of an unpredictable symbol

Table 2 shows the percentage of errors of all the chips of each unpredictable symbol, which, as expected, is very low, if the totality
of chips are taken into account. We can see numerically the expected behavior of the spoofer:

Table 2 — Error chip percentage in unpredictable symbols

PRN % chiperrors | PRN % chip errors
E03 0.30 E21 0.38
E05 0.27 E27 0.27
E13 0.39 E30 0.32
E15 0.18 E36 0.42

The scenario starts at the second 297626. After 240 seconds the spoofer starts to broadcast the estimated signal. From this second, a
jump should be detectable and the Anti-replay should notice that the attacker is trying to spoof the receiver.
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Figure 14 — Partial correlations differences
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Figure 9 shows us the difference between the partial correlation results for each satellite. The values are the results of the
accumulation of 32 symbols, 2 seconds. Since the beginning of the scenario and until 240 seconds later the mean of the correlation
values is around 0. After this moment there is a notorious jump in all the satellites at the same time. It makes sense to conclude that
the Anti-replay technique can detect the spoofing attack because of the jump. But as said above, the Anti-replay method does not
compare these values with the threshold, it compares the mean of the sliding window of the last values:
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= E03 mean

u . "M ﬂ,,“\\ h‘% \

81

|

Partial correlations difference
N

297700 297800 297900 298000 298100
Time (s)

Figure 15 — Partial correlation differences with EO3 mean

Figure 15 shows the mean of the sliding window of the satellite EO3 in a red line as an example. The jump is as high as it was with
non-averaged values, but less noisy. Equivalent to this, the same process is done for all the satellites and the attack is always detected
with the floating, standard deviation-dependent threshold defined in (11) and (12).

Table 3 — Detection time of the partial correlations difference method

PRN TTA() | PRN TTA(S)
E03 25 E21 24
E05 26 E27 20
E13 20 E30 21
E15 29 E36 19

Table 4 shows the detection time of each satellite by the Anti-replay solution using the partial correlation analysis metric. The
detection time is calculated since the beginning of the attack phase. With this method, the Anti-replay technigque can detect the attack
after, as a maximum, 29 seconds.

The same experimentation test has been done with the other Anti-replay method, the C/No method. With the help of the NWPR
estimator, the technique compares the C/Ny of the beginning and the end of each unpredictable symbols.
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Figure 16 - C/No estimations

Analogous to the previous case Figure 16 shows the results of the C/No method of the Anti-replay technique. In this case, the noise
of the C/Ng estimations is bigger than the partial correlation but still the technique is able to detect the attack. For all the satellites an
approximate increase of 1.5 dB/Hz is observed.

41 === F03 mean

Partial correlations difference
-

297700 297750 297800 297850 297900 297950 298000 298050
Time (s)

Figure 17 - C/No estimations with E03 mean

As in the previous method, the red line of Figure 17 shows us the mean correlation of the sliding window. The method is able to
detect the spoofed signal in all the satellites, but for some satellites the time to detect is greater, especially for satellites with noisier
C/No estimations.
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Table 4 - Detection time of the C/No method

PRN TTA(s) PRN TTA(s)
EO3 21 E21 29
EO05 23 E27 18
E13 20 E30 31
E15 21 E36 38

Table 4 shows that all the satellites have been detected within a few tens of seconds, during which an attacker has several restrictions
in altering the receive position significantly while remaining unnoticed. Satellites with a high C/No are easier to detect even if the
spoofer produce worse symbol estimations. On the other hand, those with less power, such as E30 or E36, make the Anti-replay to
spend more time in their detection.

CONCLUSIONS

This paper has presented a first implementation of anti-replay protection techniques based on symbol unpredictability. It has been
carried out with samples from a hardware receiver in real time. Additionally, a zero-delay SCER attack simulator have been designed
and developed to validate the technique implementation.

A demonstration on anti-replay capabilities of OSNMA in an Open Sky simulation has been conducted showing that the impact of
an imperfect estimation of the beginning of the unpredictable symbols by a spoofer can be observed and used for spoofing detection.
Even with few unpredictable symbols (32 symbols per page, for a sliding window of 20 pages), the attack can be detected for all
satellites. The partial correlations difference detector performs slightly better than C/NO estimations but they are both promising.
Tests accumulating different amounts of symbols and using other detectors shall be assessed as well.

Further work includes testing the techniques simulating harsher environments (urban, suburban, ...) both for the user and the spoofer
and with different spoofing capabilities. Also, other techniques taking into account different amounts of symbols and more refined
detectors beyond the simple statistic here proposed, must be evaluated in the future.

This work represents one of the first attempts to test GNSS spoofing zero-delay attacks and receiver defenses with real receivers and
detectors. Even if further analyses and tuning are necessary, the results show that symbol unpredictability at data level can be an
effective feature to detect replayed signals for cases when the receiver is already tracking authentic signals.
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