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Abstract—Results in distributed compressed sensing show that a secure physical layer transmission. However, the coreside
this technique can be applied to wireless sensor networks iorder  scenario is a point-to-point communication that involvely@
to reduce the power consumption and the amount of channel single transmitter that compresses the signal, one recaic

uses. In this paper we extend such results with the study of th d H thi io foll atralized
physical layer secrecy performance. In particular, we focs on one eavesdropper. Hence, this scenario tolloveealralize

an amp]ify_and_forward Compressed Sensing scheme (AF-C&)( approach that is not dil‘ecﬂy applicable to our scheme due to
the case when malicious eavesdropping nodes are listeningle the distributed nature of the WSN environment.
demonstrate that this scheme achieves perfect secrecy ingaence Following a distributed approach, the authors of [4] prapos
of one eavesdropper (aqd also for a small numberlof them). We a CS scheme applied to WSNs nam@dmpressed Wireless
also .show that a very high numbe.r of egvesdropplng nodes are Sensing{CWS). In such a scheme, all the sensors send syn-
required to perfectly recover the signal in comparison to oher ) ) ' - o >z o
distributed compressed sensing schemes in the literature. chronously only their most relevant contributions in difiet
time slots to the fusion center.
Keywords- Compressed sensing, distributed schemes, physoyp, the other hand, we consider thistributed CS scheme
ical layer secrecy, sparse signals, wireless sensor nietwor proposed in [5] based on aAmplify-and-Forward (AF)
scheme and named AF-CS throughout this paper. The authors
|. INTRODUCTION have already demonstrated the ability of the AF-CS algorith

Physical | id tecti inst malici to reduce theenergy consumptiomsing, at the same time,
ysicallayer secrecgrovides protection against malicious _very limited number ofchannel usesand following the

eavesdroppers without the need of exchanging Cryptoqcapsfstributed approach of WSNs. In this paper we will address

keys that are used to encode the message in the higher Ia)./t%res'secrecy level of this CS scheme in presence of a group of

Thus the extra energy cost in terms of computing CompleX'%ordinated and passive eavesdroppers
and signaling is reduced. This complexity turns out to be an, - order to provide the so-called physical layer secreay, th
important drawback in anireless Sensor NetworRVSN), system takes advantage of the linear combinations that take

since it is typically conformed of many small nodes that arﬁlaceon the airthanks to thévlultiple Access ChannéMAC).

battery and hzrdwarg I|m|teq. ) | ) | th This idea comes from thBletwork Codingtheory, where the
Compressed Sensin@s) is a signal processing tool tha essages are not treated as indivisible, but instead, raligeb

aIIOV\./s.us o ;ample the 5|gnals bel_ow the Nqust. rate []iJnanipuIations are allowed. Roughly speaking, the signal is
and itis specially powerful in scenarios where the signas %ncoded using thehannel matrix(i.e., thesensing matrixn

sparse or com.preSS|bIe n f”l certain basis domain, as in IMags literature) and an eavesdropper alien to the network will
signal processing or detection. However, recent works@sep not be able to decode the signal without its knowledge.

CS as a secrecy technique, e.g., the authors in [2] propose #h this paper we show that we can enspeefect secrecjn

CS scheme FO encrypt the measuremerlts in addition to m%sence of one eavesdropper (and also in presence of a small
already-mentioned compression properties of CS. Howevmfmeer of them). Therefore, many eavesdroppers working

the exchange of th‘sens'”g matrixas the key to enprypt cooperatively would be needed in order to recover the signal
and decrypt the message is needed, and hence this schemrq\,]e contributions of this paper are as follows:

does not have the benefits physical layer secrecyn front 1) We extend our previous algorithm scheme in [5], ana-

of the secrecy obtained in higher layers. Furthermore,rothe - . . .
K h 3 CS § K that establish lyzing it from a physical layer secrecy point of view.
works such as [3] propose a ramework that establisN®S  \we find out that not only it is efficient in terms of

The work has been supported by the Spanish Government umdjectp energy and .Channel uses but also secure against passive
TEC2011-28219, and the Catalan Government under grant 3G 298. eavesdropping.



2) We present a design condition for the required number off
eavesdropping nodes to guarantee exact reconstruction

with high probability.

3) We compare our proposed AF-CS with CWS and we
find out that AF-CS dramatically increases the protection '

The rest of the paper is organized as follows: In Section I

agains eavesdropping at physical layer.

we present the system model. Section Il discuses the secrec
properties of the proposed algorithm. Simulation resufts a

given in Section 1V, and conclusions are drawn in Section V.

We consider a WSN configured in star-topology that moni-
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Fig. 1. MAC scenario composed by active sensing nodes relay nodes
E eavesdropping nodesnd onefusion center

tors a given physical scalar magnitude (e.g., temperakure,
midity) or detects a physical event (e.g., wildfire). In partar
we assume the scheme in Figure 1, that is:

fusion centerTheir measurements at discrete timere
represented by(n).

A subsetK(n) C S (of cardinality K) of active sensors
that are transmitting at a given time The transmitted
vector isxx (n) where onlyK positions are different to
zero. The remaining sensors B(n) = S\ K(n) (of
cardinality Q) remain silent.

A subsetR C S (of cardinality R) acts asrelay nodes
in AF mode.

A set £ (of cardinality F) of malicious and passive
eavesdropping nodes

Furthermore we consider the following assumptions:

Al)

A2)

The fusion centeras perfect channel information of all
the links between a node iK(n) and a node irk. One
possibility is to estimate the channel matrix previously
during atraining phaseat the network setup. On the
other hand, the nodes i do not have the channel
information between the nodes I6(n) and R. Instead,

IIl. COMPRESSEDSENSING AGAINST EAVESDROPPING

_ _ In this paper, we consider the AF-CS algorithm developed
A setS of S sensing nodesonnected (wirelessly) to onepy the authors in [5], which is summarized in the following

1)

2)

the eavesdroppers have a degraded version of the channel

matrix of all the links betweerlC(n) and&.
The fusion centerknows the second order statistics of

the signal of interest. The covariance matrix can also
be estimated during an initial training phase. Thus the

three phases:

Sensing phaselt proposes adistributed method in
order to select the’ most relevant readings of the
transmitted vectok(n) € RS based on the inner time
correlation. These readings are collected i ssparse
vector,xk (n) € RE and broadcasted time-synchronized
using analog transmissions to theay nodes

Projection phaseEach relay has received linear com-
binations ofxx(n) thanks to the MAC, modeled by
the sensing matrix® € R%?*S. Then, it relays them in
AF mode to thefusion centemusing a given orthogonal
transmission (e.g., frequency multiplexing).
Reconstruction phaseThe fusion centercollects the
projections from all the relays in the vectgfn) and
solves thel'-norm minimization progranP1 [1],

P1: minimize X 1
minimize s (n).
subjectto  y(n) = ®xx(n) (1)

in order to obtain an accurate reconstructiorx@f(n),
namedx (n). Afterwards, thefusion centercompletes
the remainingy entries of the vectax(n) using a linear
prediction in order to get the fult(n).

eavesdroppers do not have full access to this informatigh. Eavesdropping in the Sensing Phase

This is perhaps the most vulnerable phase of the CS

Notation. Boldface upper-case letters denote matrices, boldfagerioase &lgorithm to be eavesdropped.
letters denote column vectors, and italics denote scal@jg., (-)*, ()

denote transpose, complex conjugate, and Hermitian reeggc(X]; ;, [x];
is the ¢th, jth) element of matriXX, and:th position of vector, respectively.
[X]; denotes théth column ofX. Letay be aK-sparse approximation ef.

|-| is the absolute valudla||,» and||a|| mean thell-norm and the Euclidean
norm of a respectively. Leti name the estimated value of variakleE['] is

the statistical expectatiord denotes the zero matriXa)™ is the maximum
between the real value and zero. Leta ~ A (u,02) denote a Gaussian-
distributed random variable with meanand variances2.

All the sensors inC(n) broadcast their readings, and hence
the relay sensors receive linear combinations due to theaat
of the MAC, namely,

y(n) = ®xk (n) + 2z (n)a 2

wherey(n) € R stacks all the received signals of the nodes
in R, the sensing matri® models the channel betwe&i{n)



andsS as a random matrix with i.i.d. gaussian entries with zer@max Since thelnin is always positive becaus® is positive
mean and variances. Finally, z,.(n) denotes white gaussiansemidefinite by definition. TheAmax must obey:
noise with zero mean and varianeg.

/ 2
Similarly to (2), the received signal at théh eavesdropper Amax < 140 < 2= (1+ VK/E)” <2 (7)
is: Then, the condition for the rati&’/ F, Ccs, is given by
[F(n)le = [@]exx (n) + [2e(n)]e. () Ccs: K/E < (V2-1)°=0.1716. (8)

Wherey(n) stacks the Signa|s received by the node§,iand Although one can think that even for the case of perfect
@ models the channel betwedi{n) and€ and has the same channel estimation the required may become unpractical
statistics of® andz.(n) denotes white gaussian noise witfor high values ofi’, several more eavesdropping nodes may

zero mean and variane€. Then, thecoordinatedeavesdrop- be required sinc€ has access only to a contaminated version
pers would have to jointly solve the following problem: of the channel matrixp. This behavior is discussed further in

the Numerical Results section.
P2: minimize I%x (n)]
X (n)ERS

subjectto  §(n) = (i) + 2)kx (n). (4) B. Eavesdropping in the Projection Phase
. o ) This phase is very robust against malicious and passive
where % € RE*5 is a random matrix with i.i.d. gaussiang,yesdropping. Although an eavesdropper can have fulacce
gntnes with zero rr_1ean_ and varianeg that models the errors to the signal sent by the relays, ig(n), to the fusion center
in the channel estimation. 5 ~ (assuming that this signal is not encrypted), this signal is
For low valuesof E (i.e., B < K) the rank of® + X i jjicitly encoded using the MAC matrib, and therefore the
rank ®+3) = F with overwhelming probability [6] and thus eavesdroppers cannot decadg (n) since they do not have
the reconstruction otk (n) will be a E-sparse signal (instead cess tob 2].
of K-sparse) [2]. In this case, the system experimeeteCt  acyally, this coding mechanism is not new and comes from
secrecy On the other hand, fdrigh valuesof £ (.., E > K)  he well-known discipline oNetwork Coding12], where the
one cannot assure perfect secrecy. Nevertheless, in adegihnais from different sources are not handled indiviguall
ensure gerfect reconstructionthe matrix® should hold the 4 algebraic operations among them are allowed instead. So
Restricted Isometric Properl@RIP) condition as defined neXt-sending linear combinations of the signals offers a natural
Definition 1[7]: A matrix ® 4+ X satisfies the RIP of order way of protection [13]. Since this is one of the benefits of
K if there exists & < (0,1) such that the Network Coding and it is already discussed in e.g. [13],
(1 - dx)||x|% < H[‘i’ 3exl? < 1L+ o) x]%, (5) we orlly focus on the robustness against eavesdropping on the
Sensing Phase
where [® + 2], € RF*K is formed by retaining any set
of K (or less) columns fromb + X andx is any arbitrary IV. NUMERICAL RESULTS
vector of dimensior¥” (or less). For the ideal case pérfect g parameters that configure the basic setup of the simu-
channel estimatiorfi.e., 3 = 0) , the condition in equation |.+inns are as follows:
(5) is equivalent to require all the eigenvalues(f= [® + . _
2L [® + 3]k € RE*K to be inside the intervdl — 65,1+ : Eﬂmgz: g;igjgg;ﬁ?ﬁii?ﬁ’
dx] [8]. Thus, using the asymptotic results from the work of . Number ofrelay nodesé — 60 '
Mar€enko and Pastur [9], we characterize the maftivas a . Number ofeavesdropping nod.e:E — [0,110]
Wishart matrix and thus the asymptotic density functiontsf i ’ '

. g « Noise Power:c2 = 0. Although any real application
eigenvaluesfq (), follows the well-known Martenko-Pastur Oz ¢ y PP
measurement will be corrupted by at least a small amount

distribution: of noise, we set? to zero in order to better evaluate the
It \/()\ — Amin)t  (Amax — A) T system performance.
fa(A) = <1 - E> G(A) + DEY » (6) " We also define the following figures of merit.

« Channel estimation distortigrD. It measures the ratio in
dB between the power of the estimation degradatign
and the variance of the channel coefficienfs, namely,

whereAmin = (1—y/a@)? andAmax = (1++/a)? are the support
region boundaries ofq(\) anda = limg g0 K/E.
Surprisingly these results are excellent approximatioes e

for quite small systems [10]. For the finite case, the real-min D = 101log (é) _ (9)
imum and maximum eigenvalues ©f, Amin and Amax can be 0y

estimated by\nin and Amax respectively SINCE[A fminmax] = « Probability of recovery It measures the eavesdropper’s
X{min'max} with a speed of convergende 2/3 as it is detailed reconstruction rate okx (n), i.e., P(xx(n) = xk(n))

in [11]. To keepdéx € (0,1), one needs to consider only the using P2.
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Fig. 2.  Probability of recovery as a function of the channsiineation
distortion for different number of coordinated eavesdmppor K = 10 and
S = 200. Solid lines represent the performance of AF-CS while dddines
denote CWS. This figure has been averaged over 1000 reatigati

V. CONCLUSIONS

In this paper, we have evaluated thleysical layer secrecy
of adistributed compressed sensischeme based on amplify-
and-forward relay configuration AF-CS against passive
eavesdropper agenwhich is composed by several malicious
and coordinated nodes. We have demonstrated that the system
achieves perfect secrecy for a small number of eavesdrgppin
nodes. For larger number of eavesdroppers we propose a
design condition based on random matrix theory in order to
guarantee perfect recovery of the transmitted signal wigh h
probability. The simulation results support our claim,ttis
the scheme under study is perfectly secret at physical layer
when the number of eavesdropping nodes is below the sparsity
level of the signal. On the other hand, and assuming perfect
channel estimation, high decoding rates are only achievabl
when the number of eavesdroppers is large enough to hold the
restricted isometric propertgondition. Moreover, we show
that its robustness against passive eavesdropping imsreas
rapidly when the eavesdroppers have degraded channel es-
timations. Furthermore, AF-CS drastically outperformkent
compressed sensing solutions for wireless sensor netviorks
terms of the physical layer secrecy. The secrecy performanc
achieved by the scheme studied in this paper remains as an

First, we study the probability of recovery as a function adpen issue.

the number of eavesdropping nodes using AF-CS. We observe

in Fig. 2 that the sef can only decode the signal perfectly
and with high probability for large values df, i.e., when
E satisfiesCcs. Moreover, we can observe that the AF-CS is
perfectly secret for values of < K. The valuesEl > K
but below the conditiorfcs can only decode the transmitted
signal with low probability. 13]
Second, Fig. 2 also shows that the robustness of AF-CS
against eavesdropping increases rapidly with the charstiel e [4
mation distortion. For instance, if the channel estimagaror
is 10 times smaller that the variance of the channel coefiisje [5]
i.e., 04 = 0.1 0%, more than 110 eavesdropping nodes are
required in order to recover the signal with high probafilit
Furthermore, for the case where the channel estimation errt§]
2 is of the same order than the variance of the chann?}

(1]
(2]

>
coefficientscs there is no configuration of that recovers
the signal with high probability.

Last, we compare our proposed AF-CS scheme with anothgsll
distributed CS technique, the CWS in [4]. Although CWS
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